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1. Context of this RAND paper

1.1. Though conflict is certainly not 
inevitable, there is a growing risk that NATO 
finds itself in a defensive war against Russia 
by 2030
Russia continues to wage its war of aggression in Ukraine 
and has stepped up its subthreshold operations against 
the UK and its NATO Allies in recent months – from 
cyberattacks, sabotage of defence and critical industries, 
and disruption of Alliance airspace and communications. 
Threat assessments and warnings from NATO, the EU and 
national governments suggest there is now a credible threat 
of peer-level war in Europe by 2030. With Europe commit-
ting to military rearmament and investing to bolster read-
iness and resilience, it is no longer a question of whether 
a war is feasible, but whether we will be prepared to meet 
the challenge.

While this may at some point include open, high-in-
tensity warfare, it is expected that Russia would present 
threats across the full spectrum of competition, crisis and 
conflict. This includes everything from hybrid activity (of 
the kinds Europe is experiencing today) in supposed peace-
time and the ‘transition-to-war’ phase, up to conventional 
warfighting and – in the most extreme scenarios – various 
forms of nuclear escalation. Indeed, recent RAND research 
indicates that from a Russian perspective, conventional 
warfighting would be an extension of what they perceive 
as on ongoing strategic confrontation with NATO.1 The 
UK and its NATO Allies need to be prepared to handle this 
array of threats – and crucially, to do so without relying as 
heavily on the military and industrial contributions of the 

United States, which has underpinned Euro–Atlantic secu-
rity since the Second World War but which is now likely to 
be taking the lead in other regions.

1.2. Defence budgets are increasing, if 
more slowly in the UK than wider NATO, but 
preparing for war also entails a profound 
mindset shift
After decades of low defence spending since the end of 
the Cold War – the so-called peace dividend – the UK 
armed forces are at their smallest size of the modern era. 
Further, the UK’s current force mix is heavily weighted 
towards exquisite capability and precision at the expense 
of mass, a structure designed for the limited wars of choice 
fought by previous generations, rather than the peer-level 
conflict close to home that analysts are now expecting. 
Observations from the ongoing war in Ukraine have 
exposed trends in modern warfare in which the UK and 
NATO Allies are lagging behind, most crucially rapid 
innovation cycles, uncrewed systems and the rising value 
of cheap mass.2 New operating concepts such as the Hybrid 
Navy demonstrate recognition of these problems– but this 
is not the same as being prepared for them, yet.

This is not to say that exquisite capability is not 
important or valuable. It remains a central pillar of mod-
ern warfare. Yet even on this front, the UK faces platform 
availability and maintenance issues, pressures on its train-
ing and exercise pipeline, shortfalls in munitions stock-
piles, and overall readiness challenges.

Meanwhile, even outside of a traditional conventional 
war, the UK and NATO remain exposed in key subthresh-
old areas where malicious actors, including Russia, seek to 



exploit ambiguity, deniability and the seams that frustrate 
responses from democratic societies. In particular, digital 
networks and critical national infrastructure (CNI) (e.g. 
underwater cables, energy grids, or transport, food and 
health systems) present a large potential attack surface for 
cyberattacks, physical sabotage and other hostile activ-
ity that sits below the traditional threshold of open war. 
Ultimately, then, greater effort is needed across the full 
spectrum of competition, crisis and conflict to ensure pre-
paredness for a future war – and thereby deter one.

1.3. RAND Europe has developed a 
hypothetical scenario for 2030 through 
which to analyse intensifying threats and 
potential solutions
In this context, RAND has developed an illustrative sce-
nario through which to present and analyse 12 vignettes 
exploring different potential dimensions to a future 

NATO–Russia war and how threats might directly affect 
the UK’s security, economy and society. The authors draw 
out the broader problems in these spaces represented by 
each vignette and consider potential steps to prevent and 
mitigate them.

This scenario is not a prediction of events out to 
2030 and beyond. Rather, it is one possible pathway that 
provides a tool through which to analyse the range of 
problems the UK and NATO Allies might face in the 
near future if our deterrence of Russia fails or if a crisis 
inadvertently escalates into full-blown conflict. It is in 
places deliberately provocative to draw out these issues, 
but readers should keep in mind that the scenario remains 
an illustrative framework for wider analysis rather than a 
comprehensive or predictive instrument.

The baseline scenario is set out below in Box 1. Each 
vignette explores aspects of the envisaged war at different 
points in the scenario timeline, allowing for chronological 
as well as topical analysis.
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Box 1: RAND Europe’s illustrative scenario for war in Europe in 2030

January–March 2027: the death of Putin and a Russian succession struggle

In January 2027, the Russian president dies of natural causes. In the power vacuum he leaves behind, there is no clear 
successor, and the disparate elements of the Russian state apparatus vie for power. The Russian security services 
emerge as the victors of this power struggle, and in March, the Kremlin announces a former Federal Security Service 
(FSB) general as Putin’s formal successor as President of the Russian Federation.

April 2027: ceasefire in Ukraine

The new Russian president immediately looks to shore up domestic authority and reconstitute the Russian political 
system around him as a first priority. Since neither side has been able to achieve a decisive breakthrough in Ukraine, the 
Russian president therefore agrees to a ceasefire negotiated by the United States and supported by the UK and other 
major European states, including partial sanctions relief.

July 2027: formal peace negotiations stall

Although negotiations for a formal peace treaty stall – since Russia’s underlying war objectives have not fundamentally 
changed – in practice, the war in Ukraine devolves into a frozen conflict. There is no large-scale fighting on the front, but 
the Russian Federation maintains its claim to occupied Ukrainian territory and has holding forces continuously deployed 
there. Without the need to maintain a large-scale offensive in Ukraine, the Russian president subsequently directs the 
Russian armed forces to turn their attention to reconstitution.

January 2028 onwards: hybrid campaign against NATO

By January 2028, the new Russian president has begun to replace some of Putin’s closest allies within the Kremlin’s 
power structures with subordinates whose personal loyalty is more assured. However, with both a struggling economy 
and the long-term societal impact of military losses from Ukraine, there is continued domestic unrest among both the 
public and elites. The result is that he is still far from secure in power and has yet to replicate Putin’s dominance over 
the entire system. In particular, military hardliners advocating for harsher measures against NATO are seen as potential 
threats with dangerous power bases.

As an internal display of authority and intent, the Russian president therefore directs the organisation of a targeted cam-
paign of hybrid activity against NATO Europe. The UK, alongside NATO Allies across Europe, begins to experience inten-
sifying, difficult-to-attribute disruptions across their respective societies, including interference with communications 
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networks, energy infrastructure and other CNI, and key industry players. In Eastern Europe, disinformation narratives 
ramp up around mistreatment and discrimination toward ethnic Russian minority populations, while in Western European 
states these narratives focus on exacerbating divisions between Allies bilaterally, supporting separatism, and fomenting 
resentment of multilateral institutions. Public rhetoric varies around explicit attribution towards Russia, with Eastern 
Allies taking a more hardline approach and Western states typically behaving more cautiously. Although European NATO 
Allies recognise the need to build whole-of-society resilience, progress is generally slow, inconsistent and uncoordinated.

June 2029: the South American crisis

Meanwhile, a crisis in South America sparks a wave of conflict and violence on the continent. The US administration 
makes it clear that this crisis is its national security priority, continuing the trend of retrenchment from Europe in favour of 
bolstering the US military presence and posture in other theatres. The UK and other European Allies plan on the assump-
tion that they may receive logistical and strategic support from the United States but do not expect large numbers of 
additional US platforms and personnel to be deployed to Europe until such time as the South American crisis is resolved, 
especially given enduring tensions with China in the Indo-Pacific.

January–April 2030: the transition to conflict

By 2029, sustained pressure from the military elites has forced the Russian president’s hand, and, encouraged by the 
United States’ apparent preoccupation in other theatres, the Kremlin is directed to develop a plan for an intensified hybrid 
campaign and limited military action in the Baltic States, focusing on areas with a higher density of ethnic Russian popu-
lations. The intent is not territorial acquisition but rather to demonstrate that NATO does not have the unity nor the will to 
defend Eastern Europe, thus driving a permanent wedge between the Allies by proving that Article 5 of the North Atlantic 
Treaty does not credibly result in collective defence.

Hybrid activity across Europe escalates sharply to prepare the ground for the planned offensive. Incidents increase not 
just in quantity but also in severity – every hybrid attack is carefully calibrated to remain uncertain in attribution, while 
probing national preparedness (e.g. response times), testing and exposing vulnerabilities at key military or infrastructure 
sites, and overall weakening NATO’s will to fight.

As the framework nation for both the Enhanced Forward Presence (eFP) in Estonia – part of NATO Forward Land Forces 
– and for the Joint Expeditionary Force (JEF), Russia identifies the UK as one of a number of priority targets to address 
in order to slow the delivery of rapid military support to the Baltic States. Hybrid attacks are increasingly concentrated on 
UK military networks and enablers, including communications, the defence industry and transport networks. The goal of 
these attacks is not just to limit Allied ability to coordinate and contribute to an armed response to the Russian incursion 
but moreover to limit Western will to do so in a timely fashion in the first place.
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May 2030: the outbreak of war

Russia exploits connections with ethnic Russian populations in Estonia to foment protests, which escalate into riots in 
the heavily Russian border city of Narva. The Estonian authorities react, cracking down with force on the rioters. The 
Russian president immediately responds by announcing that the Estonian government can no longer be trusted with the 
safety and security of the ethnic Russian population in Narva, thus requiring an intervention to allow for Russian state 
protection. On this claimed basis, the Russian armed forces launch a limited incursion across the Estonian border around 
Narva, with the aim of securing the city and immediate surrounding areas.

The Russian plan hinges on the assumption that European NATO Allies have demonstrated an aversion to conflict and 
a lack of willingness, and ability, to commit to war. The working Russian assumption is that Western European Allies are 
broadly willing to accept a limited incursion to avoid escalation into a full-scale conflict. The Russian president gambles 
that although the NATO response is likely to amount to an Article 5 declaration, the subsequent response will be insuf-
ficiently cohesive and unified and will thus fail to result in the Alliance mounting a full-scale military response – thus 
demonstrating fractures between Allies and undermining the principle of collective defence.

However, NATO immediately rallies around Estonia, responding not only with a rapid declaration of Article 5 but also a 
commitment of most Allies (if with a limited role for the United States) to provide direct military support to the defence of 
Estonian territory and remove Russian forces.

June 2030–October 2030: full-scale warfighting

Surprised by their miscalculation, Russian forces quickly pivot towards posing strategic dilemmas to NATO in a bid to 
force them into a decision between cutting their losses or committing to a peer-level conflict on the back foot. This 
includes the expansion of the conflict into the High North, with threats to Svalbard and Northern Norway and with the 
Russian submarine fleet attempting to break through into the North Atlantic.

The UK is seen as a priority target. Russia calculates that by knocking the UK out of the war early, the Greenland, Iceland, 
UK (GIUK) Gap and therefore the Atlantic could open up to Russian submarines, allowing them to threaten sea lines of 
communication (SLOCs). The UK is also explicitly targeted due to its importance in offering NATO strategic depth and 
flexibility – namely the ability to receive and stage reinforcements from across the Atlantic, and for the UK itself to deploy 
the Allied Rapid Response Corps (AARC) as one of two Strategic Reserves Corps available to NATO’s Supreme Allied 
Commander Europe (SACEUR). Russia therefore launches sabotage efforts, cyber-attacks and air and missile strikes at 
the UK homeland, with initial targets including air bases, ports, radar sites and command nodes.

As Allied forces from across Europe move to reinforce the Baltic States – with the UK contributing a land brigade, 
F-35 and Typhoon squadrons, and deep-strike capabilities – large-scale warfighting ensues across the eastern flank. 
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Meanwhile, anti-submarine warfare (ASW) efforts continue in the High North, with the UK contributing a carrier strike 
group and its Type 26 frigates to the effort to protect North Atlantic SLOCs. While fighting is limited on the southern flank, 
with Russia deliberately avoiding antagonising Türkiye – which has taken a back seat – the conflict still affects the region 
with both cyber and limited kinetic attacks affecting Southern and South-Eastern Europe.

November 2030: a tentative ceasefire

European NATO Allies hold the ground on NATO’s eastern flank, preventing a Russian fait accompli but locking them into 
a war of attrition with no clear end in sight. Europe, including the UK, is struggling to sustain its forces after months of 
intense, full-scale warfighting, and the will to fight is waning.

Meanwhile, the Russian president faces internal pressures due to the political and societal fallout from failing to secure 
swift victory in Estonia. Building on the underlying tensions that remain from Russia’s costly Ukraine war, he calculates 
that his position will soon become untenable if he cannot bring an end to large-scale warfighting and claim success both 
externally, in terms of the security of ethnic Russian communities, and internally, regarding his objective to undermine 
Article 5 credibility and fracture NATO. 

With Russian forces occupying Narva and the majority of Ida-Viru County, he therefore announces that success in 
Russia’s publicly stated objective – protection of ethnically Russian communities in the region – has been achieved. 
Before NATO forces can organise a counteroffensive, the Russian president proposes a ceasefire with European Allies, 
with the intention of forcing Estonia, which refuses to capitulate, into a practical inability to continue alone.

January 2031: an uncertain future

The ceasefire remains in effect as peace talks stall for months. Faced with the prospect of another frozen conflict and 
an increasingly destabilised Europe, NATO’s credibility is damaged and the result is an uncertain and volatile security 
environment – leaving the future of European security in the balance.
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2. Possible dimensions and challenges 
of war in 2030
This section analyses different aspects of wartime read-
iness in more detail via a series of illustrative vignettes. 
Each sets out a potential, indicative pathway that threats 
in each area might take through the progression of the sce-
nario. The authors then explore what the broader problems 
are for the UK, and what the UK and likeminded NATO 
Allies can do to address the core issues affecting their 
preparedness for war by 2030.

2.1. Vignette 1: Managing threats to societal 
resilience
2028–2029
The UK intelligence community begins to monitor what 
appears to be a targeted disinformation campaign against 
disillusioned demographic groups in the UK, utilising 
AI-generated social media content tailored to individuals’ 
public profiles. While its origin cannot be determined, the 
campaign’s assessed objective is to exacerbate existing 
tensions, including narratives around illegal immigration, 
underinvestment in public services, and similar controver-
sies. However, over time, elements of the narrative begin to 
coalesce around resentment of commitments to multilateral 
institutions and continued investment in defence spending 
at the expense of the UK’s domestic institutions (e.g. the 
NHS), especially with the war in Ukraine being perceived 
as over.

January 2029
An operational failure at Grain Power Station in Kent 
and damage to power transformers in several other loca-
tions lead to blackouts across London and the southeast 
of England. Reporting on the exact nature of the failure is 
confused and vague, but authorities conclude that bringing 
the station safely back online could take several weeks. 
Some media outlets, citing anonymous industry sources, 
suggest sabotage by an unknown party. Power is diverted 
from elsewhere in the National Grid, but blackouts con-
tinue intermittently until the power stations resume normal 
activity in mid-February. Local authorities/services are 
inundated with urgent demand for backup heating solu-
tions, with most homes in the area unprepared to deal with 
long-term disruption to electricity in the middle of winter.

September 2029
In a coordinated set of cyberattacks on the Tesco super-
market chain – the largest in the UK, holding nearly 30% 
of the UK’s grocery market share – hackers gain access to 
the company’s central systems and deploy encrypted mal-
ware, leading to the shutdown of systems throughout the 
distribution chain. Without access to automated warehouse 
management software or transport management systems, 
there is insufficient latent capacity in the workforce to 
make up for the loss manually. Within days, local depots 
are exhausted and shelves are bare. Media reporting and 
social media narratives around the cyberattacks suggest 
that shortages will last for weeks, if not months, leading to 
a wave of panic purchasing, creating even more chaos and 
disrupting attempts to manage food shortages.
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January–April 2030
As the hybrid campaign against Europe intensifies, the 
UK begins to experience power outages and food and 
water shortages on a more regular basis as CNI disruptions 
from cyberattacks and suspected sabotage increase in 
frequency. Events escalate when some of the UK’s critical 
undersea infrastructure (CUI), including submarine cables 
and energy interconnectors, are damaged. This disrupts 
data transmission for a fortnight before most capacity 
is restored, with full normal service not resumed until 
June. However, the damage is done in the first few weeks. 
Prolonged outage over several days leads to accumulating 
costs for energy providers and financial services. 

Meanwhile, narratives propagated on social media 
shift towards pinning blame on the UK government, 
claiming there is no attributable ‘enemy’ disrupting UK 
society. Anonymous accounts continuously post falsified 
‘evidence’ that the UK government is dealing with energy 
shortages by knowingly cutting power to already-disadvan-
taged areas, and that banks are manipulating the economy 
and secretly retaining vast profits. Protests pop up spo-
radically with increasing frequency, and in a few isolated 
instances, these escalate into civil disorder as panic and 
anger set in.

July–November 2030
As the war progresses and Russian strikes begin to target 
the UK homeland, the ports at Felixstowe, Southampton 
and Dover (among others) become priority targets. While 
the intent is to cripple the UK’s strategic military transport 
capability (e.g. the Marchwood Sea Mounting Centre), the 
locations are also key nodes in the UK’s CNI network. 

The majority of the UK’s sectors are impacted by 
the constraints on maritime traffic imposed by the war 

(including both damage to physical or network infra-
structure at ports and also the threat posed by the Russian 
submarine fleet in the Atlantic and High North) – energy 
and fuel, food supplies, medical supplies, and even man-
ufacturing industries all feel the pressure. Prices spike 
as a result, with rapid inflation even as ordinary citizens 
feel the tangible impacts of food and energy shortages and 
overwhelmed but undersupplied domestic services.

As the UK struggles to respond, Russia’s online dis-
information campaign shifts again to suggest that Estonia 
is the aggressor in the conflict and the UK government is 
subjecting its population to a costly war to defend a corrupt 
and unreliable ally. Small elements of the UK population 
seize upon this narrative and protests escalate to rioting.

2.1.1. What is the broader problem?
The UK military preparedness challenges are examined in 
detail below but equally concerning are shortfalls in soci-
etal resilience to withstand the implications of both hybrid 
and conventional attacks and the second- and third-order 
effects thereof. Although UK policy recognises this need 
for a whole-of-society approach to resilience, progress 
towards this goal has been slow and inconsistent. Like 
other NATO Allies, the UK remains vulnerable to threats 
like cyberattacks, sabotage, election interference and dis-
information – vectors that the UK’s adversaries can exploit 
while remaining below the threshold of war.

The problem is not a lack of ambition – indeed, the 
desire to move towards a more resilient UK has been 
articulated repeatedly and explicitly in recent policy, 
most prominently the Strategic Defence Review and UK 
Government Resilience Action Plan released in 2025.3 
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Where the UK currently falls short is the gap between this 
stated ambition and delivery on these objectives. The UK is 
relatively clear on what it wants to do but is still clarifying 
implementation priorities and timelines and investing from 
a low base. The government is developing a revitalised set 
of ‘War Books’ and a series of sub-strategies for critical 
sectors, such as an Energy Resilience Strategy, a Transport 
Resilience Strategy and a National Cyber Action Plan. 

Reforms are already underway to enhance the empha-
sis on risk and resilience planning in policymaking, to 
bolster expertise in this area through a new UK Resilience 
Academy, and to improve the coherence of activity across 
government departments, devolved administrations and 
local authorities. Still, the UK is investing from a low base 
and full implementation of the Resilience Action Plan 
will mean overcoming political, financial, organisational, 
technical and cultural barriers. Though the government 
has launched a ‘Be Ready’ information campaign to bring 
resilience issues into focus, public awareness of threats and 
how to mitigate them remains low; it is also unclear what 
precisely NATO’s investment target of spending 1.5% of 
GDP on resilience will mean in practice.4 In short, the pro-
posed ‘national conversation’ on resilience is at best only 
just beginning, and the UK continues to lag behind other 
societies with much more established preparedness mecha-
nisms and more robust public dialogues around resilience.5

2.1.2. What can the UK do about it by 2030?
There are plenty of lessons that the UK can learn from 
allies and partners for whom national resilience has 
long been a priority. Indeed, in the Baltics, Nordics and 
Central European states, resilience and preparedness are 

embedded in the national consciousness to a far greater 
extent than with Western allies. Sweden, for example, calls 
its approach ‘Total Defence’, while Finland implements a 
‘comprehensive security concept’ rooted in the safeguard-
ing of seven ‘vital functions for society’ – of which defence 
capability is just one.6

The UK is investing 
from a low base and full 
implementation of the 
Resilience Action Plan 
will mean overcoming 
political, financial, 
organisational, technical 
and cultural barriers.
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Figure 1: Finland’s Vital Functions of Society

SOURCE: Finnish Government (2025).

The UK can and should learn lessons from compre-
hensive security concepts to inform its own approach. 
These issues and lessons are further explored in RAND 
Europe’s paper: Strengthening UK national resilience 
and warfighting readiness: Pragmatic applications of 
Swedish Total Defence concepts and policies. In this con-
text, concrete steps towards generating resilience in the 
UK could include:

•	 Develop a cohesive approach across government. 
For example, the UK could assign a government 
department to lead resilience efforts, with binding 
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to resilience.
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•	 Improve civil-military coordination, integration 
and joint exercises to more clearly define roles 
and responsibilities, including for wartime. This 
is required across government departments and 
needs to consider how roles might change across 
the full spectrum of conflict. Defence is no longer 
just responsible for warfighting but needs to be 
an engaged supporting actor in the pre-conflict 
phase too – for example, providing niche capability/
resources for incident response that civilian bodies 
cannot afford to maintain.7

•	 Strengthen trust at all levels. This includes rela-
tionships and connections between not just Defence 
and other government departments but with the 
public too. Building awareness of threats like disin-
formation – as well as educating the public on how 
to address them, for example through understanding 
where to find reliable information, especially in a 
crisis – is crucial to mitigation. Generating trust 
also builds public confidence in the UK’s ability to 
deal with hybrid threats, allowing the government 
to respond to and counter damaging false narratives 
as crises unfold.

•	 Engage with the private sector. The private sector 
will be important to any national response – for 
example, many CNI operators sit within this cat-
egory (including energy companies, CUI services 
and financial services). Here, the UK could poten-
tially learn from Sweden’s approach, which man-
dates ‘resilience statements’ in annual accounts.8 
It could also involve routine exercises, not just 
cross-governmental but cross-sector as well, to 
nurture these relationships.9 Crucially, engagement 

needs to go beyond voluntary industry participation 
to also consider levers by which government can 
incentivise or compel the private-sector to assist 
before, during or after a crisis; this means looking 
at everything from procurement contracts through 
to emergency legal powers.

•	 Explore mechanisms for rapid cross-sector 
mobilisation of people and skills. This could 
include partnerships with non-governmental 
organisations with pre-existing volunteer networks 
like the British Red Cross – these entities are often 
able to attract different demographics to directed 
government mobilisation.10 Otherwise, the Reserves 
recall pool could potentially be expanded under the 
upcoming Armed Forces Bill and explicitly linked 
to a civilian ‘war posting’ concept, or existing ad 
hoc mechanisms like Military Aid to the Civil 
Authorities (MACA) could be formalised into a 
standing framework.11

2.2. Vignette 2: Mapping threats to supply 
chains in a war economy

January–April 2030
Defence Equipment & Support (DE&S) reports that 
MBDA UK, already operating with a significant backlog, 
has been unable to fulfil urgent orders of Storm Shadow 
and Aster missiles. The delays are due to an acute shortage 
in propellants for the missiles. By April, it is determined 
that the shortage originated with a small European com-
pany at the third tier of MBDA UK’s supply chain pro-
viding the polymer binder for motor propellants to a Tier 
2 subcontractor. The reason behind the shortage remains 
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unclear, but a Ministry of Defence (MOD) review con-
cludes that the vulnerability – a clear single point of failure 
– was not captured in previous risk assessments. The poly-
mer is marked as a critical material, but other European 
suppliers are difficult to find. The MOD is unable to take 
any further definitive action, leaving it up to MBDA to 
address the shortage.

May–November 2030
Upon the declaration of Article 5 and the outbreak of 
war, Parliament passes an Emergency Powers Act almost 
immediately. Building on the Civil Contingencies Act, this 
temporary legislation allows the MOD to issue priority 
directives to industries, requisition and allocate resources, 
and manage the workforce. However, in the initial weeks 
of conflict, the Act causes only confusion, with indus-
try stakeholders expressing concerns over compensation 
amounts and timelines, and MOD employees unsure of 
how to utilise the mechanisms provided for and deconflict 
directives issued to industry internally. Although primes 
and sub-tier firms across many sectors express a desire to 
help and work with the MOD, some remain obstinate in 
their opposition until they receive clarity.

Meanwhile, the surge in production demand causes 
significant challenges as single points of failure are 
overwhelmed. Optimised for a ‘just-in-time’ procurement 
model, the majority of the UK industrial ecosystem strug-
gles to obtain the sheer mass of critical raw materials and 
components it needs to scale up production – particularly 
as the war drags on and the impact of the conflict in terms 
of reducing UK imports and maritime traffic begins to 
manifest. Shortages in critical defence equipment, includ-
ing complex weapons, conventional munitions, and spare 

parts for exquisite platforms soon begin to manifest, under-
mining the UK’s ability to sustain combat operations.

2.2.1. What is the broader problem?
As set out in recent RAND work, a core element of 
national resilience is the ability to make an effective tran-
sition to a war economy, which allows a state to intervene 
in its economy and prioritise activity and production 
for defence and security purposes. In the context of the 
Russian war in Ukraine and growing hybrid threats, this 
is becoming an increasingly desirable option for European 
states. RAND Europe distinguishes between five dis-
tinct phases of a war economy – for the UK, despite an 
explicit ambition and recognised need to move to Stage 3 
(Preparedness), concrete measures to do so remain limit-
ed.12 Indeed, in some instances, as demonstrated by this 
and previous vignettes, the UK has arguably not yet fully 
fully implemented Stage 1A (Building Resilience).
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Figure 2: Phases of a War Economy

SOURCE: Kreetz et al. (2025).

Industrial resilience is not yet fully embedded as a 
core objective in defence and security planning despite 
what may be stated in policy documents, with the current 
approach to crisis management reliant on emergency pow-
ers and goodwill ‘making it work’ in a crisis scenario. For 
example, although trust between government and industry 
is high at the prime level, for example, there is little to no 
coordination between government and Tier 3+ industry, 
with this largely taking place via primes if at all – in some 
cases, niche small- and medium-sized enterprises (SMEs) 
might even be unaware that their products eventually end 
up serving a purpose in Defence.13 This makes Stage 1A 
(building resilience) difficult enough, let alone latter stages 
of shifting to a war economy.

Meanwhile, a core problem for the UK is a continued 
dependence on global supply chains for critical components 
across industries (e.g. semiconductor chips) and for raw 
materials (e.g. rare earth elements), increasing exposure to 
external shocks. Despite some progress, there is insufficient 
mapping and stockpiling of supply chain vulnerabilities and 
single points of failure, meaning that not only is the UK 
vulnerable to these shocks but may not even be aware of 
them – and therefore, would be unable to prepare for them.14

Nor is this solely an issue for advanced technological 
components such as semiconductors or critical raw materi-
als – vulnerabilities exist across sectors such as manufac-
turing (particularly steel), energy (the UK is a net importer 
of diesel and jet fuel), agriculture (the UK imports a large 
amount of fertiliser from Europe, for example) and health-
care (a large proportion of the active pharmaceutical ingre-
dients used by the UK are manufactured abroad, including 
in China, India, the United States, and European states).15 
Even if the UK were to shift towards a war economy, there 
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are broader issues in terms of global dependencies outside of 
UK control that will need to be addressed in the long term to 
allow the UK to reach Stage 1B, and Stage 2 if required.

2.2.2. What can the UK do about it by 2030?
The UK has the right strategic ambition to prepare its 
critical supply chains to move towards a war economy if 
needed, but embedding this into activity at the operational 
level will require more focused, concrete implementation. 
Specific steps could include:

•	 Legislate predetermined powers for activation in 
a crisis. The UK’s system currently relies largely 
on goodwill and the strategic relationship between 
the MOD and industry primes to make it through 
a crisis, which are useful elements to have but not 
conducive to implementing Stages 1B or 2 of a 
war economy. This structure leaves unclear what 
powers the UK government would actually have in 
an emergency, as well as the mechanisms through 
which they would be wielded. Legislation clari-
fying how and when the government can compel 
industry and workforces in a crisis – for example, 
prioritisation of orders, or the allocation of materi-
als, resources and workforce – and what compen-
sation industry can expect in return could provide 
certainty across the ecosystem and remove the 
need to improvise under pressure. This would give 
the UK clarity on what shifting to a war economy 
would entail for defence industry and supply chains, 
enabling specific planning to support this on the 
part of both government and industry stakeholders.

•	 Systematically map critical supply chains. 
Generating insight into supply chains is the only 

way to identify vulnerabilities and single points 
of failure and to plan accordingly. This should 
involve not just mapping, but stress-testing and 
then strengthening where appropriate. Strategies to 
strengthen supply chains could include stockpiling 
strategies, supplier diversification, and onshoring or 
‘friend-shoring’ critical industries, including with 
state intervention where necessary.

•	 Coordinate bilaterally and multilaterally to 
develop joint capacity to build resilience to 
shocks and pressures. Geographical realities mean 
that the UK can never completely overcome its reli-
ance on international supply chains. However, the 
development of joint approaches and frameworks 
with NATO Allies and other partners towards issues 
such as labour supply management (e.g. right-to-
work permits in specific sectors) or collaborative 
procurement (including both multinational defence 
projects and bespoke agreements on non-military 
imports and exports) would help bolster collective 
industrial and supply chain resilience.16

2.3. Vignette 3: Managing threats to critical 
national infrastructure

2028–2029
Throughout 2028 and 2029, UK and Allied maritime 
authorities observe growing incidents of vessels sailing 
slowly over or near undersea cables, pipelines and inter-
connectors and note a marked increase in ships drifting off 
course. Whilst not explicitly an illegal activity in interna-
tional waters, the UK faces challenges in distinguishing 
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between legitimate maritime traffic and deliberate map-
ping for possible future sabotage. A joint Allied naval 
exercise near Svalbard detects and disrupts what appears to 
be a Russian exercise by the Main Directorate of Deep-
Sea Research (GUGI), which operates specialised vessels 
capable of cutting deep-sea cable infrastructure. While the 
cable connectivity has yet to see major disruptions, the UK 
feels mounting pressure stemming from assessments of an 
increasingly mature Russian capability to conduct success-
ful covert attacks on critical undersea infrastructure.

January–June 2030
Events come to a head in January 2030, when several of 
the UK’s critical submarine cables are simultaneously 
disabled. It is unclear exactly how the damage occurred, 
but the presence of suspected Russian shadow fleet vessels 
in the vicinity of each incident leads the Royal Navy to 
assume a deliberate anchor-dragging incident or similar. 
The damage significantly disrupts data transmission for 
a fortnight before meaningful capacity is recovered, with 
full service not resumed until June due to a finite capacity 
of specialist ships and equipment required to repair and 
replace the damaged cables. However, the economic dam-
age is done in the first few days, with billions of pounds of 
financial transactions between the UK, the United States 
and mainland Europe delayed or cancelled. Through mech-
anisms put in place after the 2008 financial crisis, such as 
enhanced capital requirements for banks, the crisis is con-
tained before it becomes systemic. However, the delays to 
payment processing hinder commercial operations, leading 
to supply chain disruptions and leaving people unable to 
pay with payment cards or mobile phone wallets.

July–October 2030
Despite seeming resumption of connectivity via under-
sea cables in June, as the escalation to open war breaks 
out across Europe, the UK begins to experience an even 
greater uptick in major attacks on critical infrastructure 
over the following months. Russian shadow fleet vessels 
and GUGI deep-sea vessels conduct coordinated waves 
of attacks, which sees the IFA and IFA2 electricity inter-
connectors linking the UK and France being severed in 
August, taking offline critical power transmission capac-
ity for at least eight weeks17 alongside the simultaneous 
disabling of the Norway–UK Langeled gas pipeline. This 
leaves the UK with immediate-term localised blackouts 
and long-term difficulty in recovering the generation 
shortfall with a time horizon of many months18 before gas 
pipeline repairs can be completed. Concurrent with the 
physical degradation of energy infrastructure, waves of 
targeted cyberattacks on the industrial control systems 
of energy companies lead to shutdowns of power stations 
for days at a time before control can be reinstated, further 
exacerbating the mounting energy crisis. The significant 
degradation of critical infrastructure succeeds in reducing 
the morale of the public and reducing the continued will to 
fight a full-scale war.



18

Figure 3: Undersea Cable Map, 2026

SOURCE: TeleGeography (2026). The coloured lines represent different cables, while the black circles represent landing sites.

2.3.1. What is the broader problem?
UK CNI and CUI remain highly vulnerable and under-pro-
tected relative to the threats faced, and even when the core 
elements of the infrastructure are protected, the second- 
and third-order elements are still susceptible to severe 
disruption and degradation. Some CNI and CUI assets are 
highly complex and specialised and have brittle supply 

chains. For example, electric power transformers, which 
convert electricity from high to low voltage and vice versa, 
are often custom-made, and replacements may take up to 
a year to arrive. Further, while undersea data cables have 
greater redundancies and shorter repair times, electricity 
interconnectors still lack a mature maintenance ecosystem 
and gas pipelines have close to no built-in redundancies. 
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This means not only that pipeline repair times can be 
six or more months but also that disruption to a pipeline 
connecting an oil or gas field to the mainland can result in 
the entire field being shut down and the pipeline becom-
ing uneconomical to repair.19 Europe’s capacity to protect 
undersea infrastructure has not kept pace with its reliance 
on it, and reduced private-sector resilience to cyberattacks 
on mainland energy infrastructure increases the overall 
vulnerabilities of UK CNI and CUI.

2.3.2. What can the UK do about it by 2030?
Bolstering the protection of CNI across the UK and of 
CUI across Europe is a critical component towards insu-
lating the UK from coercive adversary actions and broadly 
improving societal resilience. However, this will require 
not only a greater allocation of resources but greater 
compliance across both government and key private-sector 
partners, alongside targeted multilateral coordination. Prior 
RAND research suggests there are a number of actions that 
can be taken to address the current gaps, including:

•	 Effective strategic communication to industry 
and the public. Clear directives to key stakeholders 
will improve the efficiency of decision making at 
the senior levels and a cross-governmental approach 
to protecting critical infrastructure both before and 
during crisis. However, the information-sharing 
gap between private operators and government will 
need to be addressed to create an environment of 
sustained resilience.20

•	 Expand joint and multilateral detection, deter-
rence and monitoring operations. NATO’s Baltic 
Sentry and the UK-led Nordic Warden operations 
have already produced measurable effects on 

reducing Baltic Sea drifting activities to reduce 
cable interference.21 While continuous monitoring 
of all CUI remains prohibitively expensive due to 
the vast geographical area covered, greater multi-
lateral cooperation can enable more efficient use of 
scarce resources and prioritisation around the most 
critical areas of concentrated CUI. Nations should 
invest in regular risk assessment and vulnerability 
mapping, alongside identifying strategic transit 
routes and naval choke points that are at heightened 
risk of adversarial targeting.

•	 Ensure greater cybersecurity measures are 
taken to reduce CNI susceptibility to disrup-
tion. Although more recent cyberattacks on energy 
infrastructure have failed to cause disruption to the 
wider energy grid, they are nonetheless indicative of 
the substantial threat CNI faces from both physical 
degradation and cyberattack.22 However, one of the 
key barriers to developing stronger cybersecurity 
and resilience measures continues to be a lack of 
sufficient resources and insufficient compliance to 
necessary cybersecurity measures. 

2.4. Vignette 4: Managing pressures on the 
health system

February 2030
A coordinated set of cyberattacks targets NHS pathology 
services across five large hospitals in January, compro-
mising data integrity in their networks – including altering 
records across a range of categories. The discrepancies are 
not noticed immediately but once picked up trigger panic 
within the service. Unsure of what digitised data might be 
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false, they are forced to revert to keeping manual records 
with paper and pen, which quickly adds to the confusion. It 
is months before integrity can be restored, by which point 
patient backlogs have grown significantly.

May 2030
Upon the outbreak of war, the MOD mobilises the 
Reserves, including Royal Army Medical Service (RAMS) 
reservists and Navy and RAF counterparts. Many of these 
are pulled from the NHS, where they work normal jobs as 
clinicians. The additional pressure that losing these staff 
places on health services begins to show almost immedi-
ately, with extended delays and cancellations as the NHS 
scrambles to deal with a reduction in its workforce.

June 2030
When a drone hits a London hospital treating casualties 
from Estonia, killing 4 people and injuring 15 more, it 
causes an immediate panic among both patients and NHS 
staff across the country, who no longer believe themselves 
safe. Under significant political pressure, the government 
immediately directs the UK Armed Forces to protect hos-
pitals, stretching the UK’s limited air defence and count-
er-uncrewed air system (C-UAS) capabilities even further 
and risking significant gaps in the protection of deployed 
forces and critical military sites.

July-November 2030
As casualties from the frontline stream back to the UK and 
mass casualty events from targeted kinetic strikes on the 
homeland add up, the NHS nears breaking point. Patients 
are set up on the floor in corridors, standards of care are 
often not met as staff struggle to attend to everyone, and 
emergency rooms are overwhelmed. Standards of care 
continue to decrease as stocks of some pharmaceuticals 

and medical equipment run low and staff burn out, with the 
health system facing its darkest period since the worst of 
the COVID-19 pandemic. 

2.4.1. What is the broader problem?
The NHS plans for contingencies and crises, but the reality 
is that the UK’s health service is under acute pressure 
even in peacetime – let alone a conflict scenario. There 
are significant vulnerabilities around infrastructure (even 
down to a lack of beds in hospitals), workforce availabil-
ity and morale, and equipment like personal protective 
equipment (PPE). These are feeding a capacity crisis. In a 
wartime scenario, the NHS is unlikely to be able to scale 
care further to deal with mass casualty events. Indeed, 
with many military Reservists’ day jobs being NHS roles 
– leading to them being ‘double counted’, with HR depart-
ments unaware – in the event that the military calls up the 
Reserves, this would actually apply even greater pressure 
to an already-struggling domestic system by removing 
staff at exactly the moment they are needed most.23

Supply chains are a crucial concern but often under-
stated compared to more visible issues involving the 
workforce or physical infrastructure. Not only is supply 
optimised for peacetime demand (meaning there is little to 
no surge capacity to draw on), it is also reliant on imports 
(e.g. for active pharmaceutical ingredients [APIs] availabil-
ity of raw materials and manufacturing lead times – all of 
which the UK should expect to be severely disrupted in 
the event of a conflict. Moreover, it is difficult to map and 
monitor the supply chain. For example, responsibilities for 
procurement in the pre-pandemic PPE supply chain were 
spread across lots of public and private organisations, cre-
ating a confusing and overlapping network.24
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Figure 4: Pre-Pandemic PPE Supply Chain

SOURCE: National Audit Office (2020).
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Meanwhile the UK’s health system in general is a 
potential soft target for adversaries. Its digital systems are 
not sufficiently secure – cybersecurity is a key area of vul-
nerability, and one that could easily be targeted in a transi-
tion-to-conflict phase with long-term implications – and in 
wartime, the physical infrastructure would be equally vul-
nerable to threats such as drones, missiles or saboteurs.25 
Contrary to the Geneva Convention, hospitals in Ukraine 
have been repeatedly targeted by Russia, demonstrat-
ing that hospitals can no longer be safely assumed to be 
‘off-limits’, and they lack physical protection.26 Both in the 
lead-up to and during a conflict, the NHS will have a key 
role in the UK’s ability to absorb and respond to shocks; it 
is therefore likely to be a valuable target for adversaries, 
and one which currently is exposed. In extreme scenarios, 
there is also the potential threat of the UK’s adversaries 
using bioweapons, forcing a pandemic-style response by 
both civil and military authorities. 

2.4.2. What can the UK do about it by 2030?
Resilience in the health system is crucial to generating 
resilience in society as a whole. Alongside the need for 
cross-governmental coherence and coordination discussed 
above, there are a number of sector-specific priorities that 
stakeholders in the UK health system should focus on 
addressing:

•	 Invest in network resilience to reduce exposure. 
NHS networks, whether digital or physical (e.g. 
energy infrastructure), are exposed to threats like 
cyberattacks or sabotage. Investing in more robust 
cybersecurity, testing and evaluating critical sys-
tems, and mapping of and planning for vulnerabili-
ties and dependencies throughout the NHS’s supply 

chain can reduce the threat surface and minimise 
disruption. Physical hardening or defence against 
kinetic attacks is a more complicated matter which 
will involve engagement with the MOD to deter-
mine what protective measures can realistically be 
taken with finite resources.

•	 Ensure a joint civil–military medical workforce 
approach. A coordinated approach to workforce 
management could help to deconflict between 
domestic and military medical services, allowing 
for more realistic planning. For example, a joint 
civil–military workforce register could overcome 
the ‘double counting’ issue. This approach could 
also include knowledge transfer via personnel 
exchanges to develop and maintain knowledge of 
common military injuries and trauma among civil-
ian staff who may be expected to deal with these 
kinds of casualties in a conflict scenario.27

•	 Explore alternative options to surge capacity 
in a crisis. The NHS already plans for contingen-
cies, but it is operating at stretched capacity in 
peacetime. Increasing surge capacity is perhaps the 
greatest challenge it faces, and there are no easy 
solutions without unrealistic increases in funding. 
Dealing with this reality will require innovative 
national- and regional-level approaches (for exam-
ple, finding ways to integrate the UK’s voluntary/
charity organisations like St. John’s Ambulance, or 
even first-aid trained members of the general public, 
into a response) and also potentially the develop-
ment of international arrangements among allies 
and partners to support each other and shore up 
medical systems across borders.28 
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•	 Learn lessons from previous crises. In particular, 
the COVID pandemic put enormous pressure on 
the NHS. Although a very different context from 
a conflict, the UK can draw several lessons from 
the response to the pandemic. For example, the 
setting up of the Parallel Supply Chain (a plan of 
action to ensure effective distribution of PPE), while 
successful, was noted by the National Audit Office 
(NAO) to be a largely reactive effort, with gover-
nance arrangements developed over time during the 
pandemic itself.29 The core steps of the chain – plan 
based on expected demand in a crisis, identify surge 
sources of supply, and create a distributed network 
for delivery – can and should be set up pre-crisis. 
Nor would the effort be redundant, as resilient 
medical supply chains would be hugely beneficial 
to the NHS in any kind of crisis, not just a potential 
future war.

2.5. Vignette 5: Contesting the cyberEM 
domain and AI risks

2028–2029
The UK begins to experience a notable uptick in hybrid 
activity, particularly a sizeable increase in cyber incidents. 
Russia deploys AI-enabled malware to disrupt UK mili-
tary and civilian networks, starting by primarily targeting 
low-level but frequent attacks on CNI, communication 
services and day-to-day services through the exploitation 
of the growing interconnectedness of devices and sys-
tems. The malware is polymorphic and adapts to changing 
circumstances, making the task of defenders increasingly 

complex and the attacker difficult to decisively attribute. 
In the UK, it is not fully clear if the attacks being launched 
are sanctioned by Russia, if the attacks are being made to 
look like Russia, or if the systems of agentic AI are acting 
autonomously.

April 2030
As NATO cyber teams prepare contingency plans for the 
outbreak of war, analysts report the sudden loss of sev-
eral long-held footholds within Russian military logistics 
networks, with suggestions that the Russians may be using 
AI to patch their own systems, leading to NATO pre-po-
sitioning in cyberspace being lost. Days later, a notable 
escalation in the cyber domain occurs when a wave of 
coordinated attacks on at least four UK data centres within 
the same 48-hour period triggers cascading, widespread 
outages that temporarily sever access to cloud-hosted 
government services, mobile banking applications and 
NHS patient record systems. Initial investigations find 
that the malware identified across the different sites does 
not share identical signatures from one target to the next, 
instead mutating between intrusions, suggesting an even 
more mature polymorphic malware may be responsible for 
the latest wave of attacks. The UK National Cyber Security 
Centre assesses with moderate confidence that state-
backed Advanced Persistent Threat groups orchestrated 
the initial wave of attacks but cannot determine whether 
the malware mutations were preprogrammed in advance or 
generated autonomously by the embedded agentic AI. Full 
service to essential day-to-day services is not restored for a 
week, by which point the disruptions have visibly strained 
public confidence in the resilience of the UK’s digital 
infrastructure systems.
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August 2030
As full-scale conflict continues to escalate, a further wave of 
coordinated cyberattacks bridge the Information Technology 
(IT) to Operational Technology (OT) air gap in CNI systems 
that were meant to be insulated from such attacks, trigger-
ing the simultaneous failure of industrial control systems at 
four Grid Supply Points feeding the greater London area’s 
National Grid connectivity and causing power outages 
for millions. Insufficient human fallback redundancies in 
the control systems prevent quick restoration of service to 
the substations, leading not only to widespread blackouts 
across the city and surrounding area, but cascading impact 
on essential transport services. In the initial wake of the 
outages, the capital sees the temporarily halting of major 
rail services, severe disruption to the London Underground, 
failure of traffic light and control systems across the city, 
and major delays to air traffic across London airports. 
Initial cyber responses are able to make manual overrides 
that bring critical services back online, but at significantly 
reduced operating capacity, and much of the city is still left 
with intermittent access to power as the National Grid strug-
gles to make up for the shortfall in energy capacity. Early 
assessments of the cyberattack are unable to confidently 
determine the degree of vulnerability remaining in the 
substation industrial control systems and whether the attacks 
have been successfully contained and addressed.

2.5.1. What is the broader problem?
More and more devices are connected to the Internet, 
including an increasing number of supposedly air-gapped 
CNI systems, making them vulnerable to a wide range 
of cyberattacks on both IT and OT systems that can 
cause physical degradation of CNI assets. Because of 

this interconnection, isolating and containing threats has 
become more difficult, and containment measures can 
trigger cascade effects on access to a range of services 
should key connectivity chokepoints need to be temporar-
ily shut down. Ambiguity in attribution also poses growing 
challenges to incident response, as evolving AI-related 
cyber capabilities make it increasingly difficult to distin-
guish between malicious attacks by human actors, system 
malfunctions or autonomous AI actions. Further, while 
AI-connectivity across the UK has increased dramatically, 
legal and decision-making frameworks have failed to 
match pace, meaning it is not certain whether clear man-
dates for ordering emergency shutdowns of AI-connected 
infrastructure are both sufficient and viable in the event 
of a crisis. Such connectivity concerns are further exacer-
bated by the potential erosion of sufficient human fallback 
and manual override capacity.

2.5.2. What can the UK do about it by 2030?
The mounting threats across the cyber and electromag-
netic domain have been clearly recognised across UK and 
Allied governments, with increasing national, NATO and 
EU-wide efforts to strengthen cyber defence and security, 
as well as improve multilateral coordination and cooper-
ation across the cyber threat landscape. However, greater 
cyber resilience measures are still required, particularly in 
light of the pace and scope of expansion in global digital 
connectivity and AI-enabled offensive cyber capabilities. 
To address these concerns, RAND research suggests the fol-
lowing measures:

•	 Build relationships with frontier AI labs to 
increase understanding of the technology and 
maintain access to the latest models. RAND’s 
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ongoing work across the Infinite Potential plat-
form has consistently found that developing 
relationships with cutting edge technology labs 
will require long lead times, and that rapid access 
to advanced closed-weight models (typically from 
the United States) in the event of a crisis may not 
be possible absent measures taken in advance.30 
Gaps in governance, regulation, and oversight of 
advanced AI can undermine the UK’s ability to 
shape outcomes and protect its interests as the 
technology continues to rapidly evolve.

•	 Harden cyber defences in critical national infra-
structure and maintain human fallback contin-
gencies where possible. Improving cyber resilience 
across the UK will require not only sufficient 
manual override capabilities so that critical sectors 
can revert to human control when needed but fur-
ther that there is continued investment in exercising 
reversionary modes and training key employees to 
prevent skills erosion in critical sectors.

•	 Develop predefined and pre-agreed parallel-re-
sponse actions to reduce decision-making time 
delays in the event of crisis. Building the ability 
to act rapidly along multiple tracks simultaneously 
absent clear attribution or full incident reports will 
better position government and key private-sector 
industry partners to identify and contain threats as 
they occur as well as to accelerate the restoration of 
services should they be disrupted.

•	 Cyber threat intelligence teams and frontier AI 
model labs should develop a widely accessible 
database of correlations between AI misuse and 
malicious cyber activity. A standing database 

would address both information-sharing gaps 
currently present between government and frontier 
AI labs to incorporate privileged information on AI 
models and sufficiently contextualise the threats in 
a broader security context as well as to enable faster 
identification of model behaviours correlating with 
malicious activity, improving both detection speed 
and attribution confidence.

2.6. Vignette 6: Contesting the space domain

March 2028
An anonymous actor, which the intelligence community 
assesses with moderate confidence to be a state-backed 
Russian proxy, breaks into and takes over the command 
and control of a UK-licensed commercial satellite. Before 
control can be restored, several commands are issued 
which use up the onboard propellant and degrade the 
lifespan of the satellite. Immediate impact is limited and 
it remains unclear what the objectives of the attack were – 
especially whether there was any direct strategic intent.

February 2030
The position of a Russian satellite is adjusted to tail one 
of the UK military’s Oberon Synthetic Aperture Radar 
satellites along its orbital path. The motive remains unclear 
until the satellite conducts a rendezvous and proximity 
manoeuvre (RPO) and closes in on the Oberon satellite. 
Communications between the Oberon satellite and the 
ground station begin dropping out. It is assumed that the 
Russian satellite is electronically interfering with commu-
nications. It takes three weeks for communications to be 
restored to full working order.
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May 2030
In the early hours of the morning, thousands of satellite 
modems go offline across the Baltic States, limiting effec-
tive communications between government departments, 
military units and international partners. Three hours later, 
Russian troops begin to move over the Estonian border. 
As NATO reinforcements move into Estonia and full-scale 
warfighting breaks out, Russia begins deploying offensive 
counterspace capabilities in support of its forces on the 
ground. NATO guidance systems struggle on the front as 
Russian forces deploy electronic warfare (EW) capabili-
ties to jam user terminals at the tactical level, interfering 
with NATO’s deployment of uncrewed systems and guided 
munitions. Meanwhile, a directed-energy system, assessed 
to be a Peresvet laser, dazzles the electro-optical sensors 
of Allied satellites as they pass over the front, damaging 
NATO forces’ situational awareness.

September 2030
A Russian Cosmos satellite manoeuvres into position 
around the UK’s Tyche satellite, the UK’s low-earth orbit 
intelligence, surveillance and reconnaissance satellite, 
which has been providing optical data to support NATO 
operations in the Baltic States. A rapid rendezvous brings 
the Russian satellite close enough to launch a projectile 
at Tyche before it can be manoeuvred away. Tyche is not 
destroyed, but its sensors are heavily damaged, and its 
operational utility is compromised.

2.6.1. What is the broader problem?
The UK and Europe suffer an asymmetric vulnerability 
in the space domain compared to Russia. The UK and 
NATO rely far more heavily on space assets and services 

to conduct multi-domain operations compared to Russia. 
Space is a critical enabler, but it is also a critical depen-
dency: the effective operation of Allied forces relies 
heavily upon the space domain. Nearly every UK capabil-
ity – command and control, precision strike, intelligence, 
surveillance and reconnaissance and so on – is dependent 
on space in some way.

In this context – and as proven by the coordinated 
cyberattack on Viasat satellite systems that immediately 
preceded the Russian full-scale invasion of Ukraine in 
February 2022 – the early hours of a conflict are likely to 
take place in space, with potentially severe implications for 
the course of a future war.31 Russia has developed a robust 
counterspace doctrine and has been pouring significant 
R&D effort into the development of a range of counter-
space capabilities, many of which appear to be moving 
towards operational status.32 Ultimately, the UK is not 
currently in a position to compete militarily in the space 
domain without drawing significantly on US capabilities 
and enablers – running the risk of losing the fight there 
in the early stages of a conflict (or even before a conflict 
begins). The UK needs to learn not only how to better pro-
tect assets and equities in the space domain but potentially 
(relearn) how to fight without it.
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Figure 5: Russian counterspace capabilities, R&D and deployment

SOURCE: Secure World Foundation (2026).

2.6.2. What can the UK do about it by 2030?
The threat in the space domain is clearly recognised – in 
September 2026, the UK formed the RAF No.3 Space 
Effects Squadron sitting under UK Space Command. The 
squadron’s stated operational purpose is to disrupt, degrade 
and deny hostile activity to protect the UK’s interests in 
space. Its creation is certainly a step in the right direction, 
but the UK’s space capability to counter aggressive and 
intimidatory space activity remains limited (especially 
for protect-and-defend missions), and there is a prominent 
continued mismatch between the stated ambitions of the 
recent UK Space Strategy and the resources available to 
realise them.33 

To address this gap, RAND research suggests that the 
UK could consider the following34:

•	 Develop a domain-specific own-collaborate-ac-
cess (OCA) framework. Urgent acquisition of 

capability in certain areas – specifically, capabil-
ity to better secure and protect the UK’s existing 
assets in space, and capability to address critical 
dependencies across Defence (e.g. overreliance on 
satellite communications) – may be more suitable 
for the UK than entirely UK-based sovereign devel-
opment. This could involve military-off-the shelf 
(MOTS) purchases where appropriate (‘access’), 
such as acquisition of the American ground-
based mobile jamming counterspace system 
Meadowlands, which has recently been approved 
for exports to Five Eyes partners, or targeted niche 
R&D and manufacturing contributions to interna-
tional programmes (‘collaborate’).35
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Figure 6: The Own-Collaborate-Access (OCA) Framework

SOURCE: Retter et al. (2022).

•	 Integrate into international programmes and 
supply chains for space capability development. 
Specifically, the UK should take advantage of its 
R&D-intensive space industry to foster cooperation. 
International collaboration will be an important ele-
ment in acquisition of advance space capability. The 
UK may be able to develop niche capabilities itself, 
but its strengths lie in its networks of key alliances 
and partnerships.

•	 Develop alternatives to space, not just in the mili-
tary domain but across the board. The UK should 
invest in redundancies and reversionary modes for 
critical military and government C2, communica-
tions, GPS and positioning, navigation and timing 

(PNT) systems to ensure that its forces can fight 
effectively without the space domain if so required.

2.7. Vignette 7: Mobilising people

January 2028 – April 2030
Across UK Defence, the armed forces, government organ-
isations and industry continue to report recruitment and 
retention issues. In particular, industry reports gaps in 
critical but niche skills, including welding and aerospace 
engineers. Despite efforts at incentivisation, including 
healthy remuneration packages, firms including BAE 
Systems consistently report shrinking workforces in their 
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annual reports. While some of this is attributed to ongoing 
malicious activity targeting Defence personnel (including 
online threats against individual and family safety and 
attempts at blackmail), it is acknowledged that this is part 
of a broader trend that government and industry together 
have failed to address over many years.

Especially in the context of active fighting ending in 
Ukraine, the view that defence should be deprioritised 
slowly gains traction, fed by media and online narratives 
that Russia is no longer a military threat. An April 2029 
poll conducted by a reputable independent organisation 
suggests that the UK population – and the overwhelming 
majority of young people – believe that defence spend-
ing is excessive and that resources should be reassigned 
to struggling domestic services like the NHS. Crucially, 
despite efforts to increase the appeal of Defence careers, 
the majority of young people would not consider a career 
in Defence – largely driven, it seems, by ethical concerns 
and the belief that the primary threat to the UK (Russian 
hostility) ended with the war in Ukraine.

May–November 2030
On the outbreak of war, the British Army’s 3rd Division is 
deployed to the Baltics to support the eFP presence, with 
the armoured brigade contributing to NATO efforts on 
the ground. However, on top of the weeks taken to bring 
the 3rd Division to full operating strength, by the start of 
July, heavy casualties in UK-led formations minimise their 
operational value. The Regular Reserve is quickly mobil-
ised to fill the gaps but fails to perform to the same oper-
ational standard. By August, the UK’s deployed fighting 
strength on land is exhausted, with no options to replace it 
without a political decision to implement conscription.

Meanwhile, the Royal Navy mobilises the surface fleet 
and all available submarines to meet directives to protect 
the North Atlantic SLOCs, conduct ASW operations, and 
generate a carrier strike group to threaten Russian forces 
and locations around the Atlantic and High North as neces-
sary. However, in the context of ongoing, years-long crew-
ing shortages, the Royal Navy is forced to choose between 
tasks, while some frigates are left short-handed and unable 
to be deployed for ASW duties.

Despite efforts in recent years to re-focus on control 
of the air, the RAF’s diminished fighter fleet is unpre-
pared for a battle of attrition in the skies or for suppres-
sion of enemy air defences, with damage to aircraft soon 
matched by casualties among F-35B and Typhoon pilots. 
Even before UK industry exhausts its spare parts pool for 
the platforms, air sortie rates are impacted by a diminish-
ing pool of pilots. With a longstanding training backlog, 
replacements cannot be deployed immediately. By August, 
the high rate of attrition has exhausted RAF depth not just 
in pilots but in ground crew too, effectively grounding the 
combat air fleet for all but the most critical of operations.

2.7.1. What is the broader problem?
Recruitment and retention approaches have not been 
updated to reflect the skills required for an effective con-
temporary Defence workforce. In particular, practices have 
failed to effectively reach communities beyond the ‘tradi-
tional’ recruitment pools.36 As a result, as of April 2026, 
none of the three UK armed forces services have met their 
target sizes in terms of trained strength, and gaps in critical 
skills persist across defence industrial sectors.
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Figure 7: UK armed forces performance against trained strength targets

SOURCE: Ministry of Defence, Quarterly service personnel statistics: 1 April 2026

In terms of the armed forces, although there is a 
growing discussion of the need for more Reservists – and 
to increase their involvement in Defence – this is largely 
impractical as it stands. Surprisingly little is actually 
known about the Reservists already in service and the chal-
lenges they face, and as a result, it is difficult to develop 
suitable policy to improve recruitment and retention. At the 
same time, scandals across the sector continue to highlight 
significant cultural challenges in the Defence workforce 
and among Defence leadership, which hinders progress.

The defence industry faces similar problems in terms 
of recruitment and retention, but they manifest in different 
ways. While there is certainly a ‘mass’ issue as there is with 
the Services, in industry, the most prominent shortages 
manifest in highly skilled, critical, but often niche skills.37 
Specialist welding is an example from the maritime surface 

and subsurface industries which requires years of experi-
ence to master but is a relatively unknown career path.

These highly specialised skills act as effective bottle-
necks in industry in the same way as a valuable component 
– without it, programmes simply halt. Recruitment in these 
fields is becoming more difficult, especially in non-digi-
tised manufacturing roles, but retention is also a massive 
issue – in sectors such as combat air and naval shipbuild-
ing, commercial companies working on adjacent civilian 
programmes can offer lucrative remuneration and benefits 
packages that are difficult for Defence to compete with.38

More broadly, there is a lack of connectivity between 
the civilian population and Defence. This manifests in a 
misunderstanding of what Defence is for, what opportu-
nities it can provide – and thus perceptions of Defence 
that does not lend itself towards effective recruitment and 

Performance against armed forces strength targets by service branch
Full time trained/trade-trained strength against target: 1 April 2026

Army RN/RM RAF Total

Current target 73,000 30,450 31,750 135,200

Trained strength 70,759 28,182 27,800 126,741

Surplus/Deficit -2,241 -2,268 -3,950 -8,459

% above/below target -3% -7% -12% -6%

Note: targets are based on the trained strength of the RN/RM and RAF and the trade-trained strength of the Army
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retention.39 This is, at its heart, a communication issue 
between government, Defence and the wider population.

2.7.2. What can the UK do about it by 2030?
Changing attitudes towards Defence as a career is a long-
term process that will certainly not be fully complete by 
2030. However, there are some steps that the UK can take to 
at least begin to change some overarching workforce trends:

•	 Streamline and target recruitment processes for 
specific skillsets. By strategically targeting recruit-
ment materials for specific roles and skillsets while 
also making the application process easier, the right 
people can be brought into Defence. Recruiters need 
to make clearer the skills that are desirable for var-
ious Defence roles, and perhaps more importantly 
– the range of opportunities that exists within the 
sector. The Defence Technical Excellence Colleges, 
which provide training in crucial defence industry 
skills, provide a good base to build from in terms 
of providing tangible opportunities with concrete 
career pathways for younger generations.

•	 Increase engagement with other sectors and the 
public. This should include sectors like education, 
which can enable engagement with the younger 
generations, but also sectors like healthcare that 
have more niche applicability (e.g. NHS staff could 
become medical corps reservists). Defence should 
be promoting awareness of opportunities cross-sec-
tor and across the board – especially in the context 
of the increasing importance of societal resilience, 

the core message needs to be that everyone has a 
role to play in the UK’s safety and security.

•	 Develop incentives that reflect modern ways 
of working. There are plenty of roles in Defence 
that do not require ‘traditional’ military skills but 
instead reflect the increasing digitisation of Defence 
and its workforce. This of course also reflects 
broader trends in society towards digitisation, which 
comes with changing expectations of the workplace: 
Defence must consider where it can adapt its more 
traditional approaches and expectations to increase 
its appeal.40

•	 Encourage an enterprise approach to industry 
workforce planning. As it stands, there is often 
competition for skills from a limited recruitment 
pool both between firms in the defence indus-
try and between defence and civilian sectors. By 
creating formal opportunities for collaboration 
on workforce issues – for example, the Workforce 
Optimisation for the River Clyde group con-
cept recently proposed by RAND Europe for the 
naval shipbuilding industry – coordinated, enter-
prise-level planning can be established across 
industry, government and even sectors like edu-
cation, creating a coherent network to support the 
development of a healthier workforce.41
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Figure 8: Proposed functions for a coordinated naval shipbuilding workforce optimisation group

SOURCE: Retter et al. (2025). While specific to the naval shipbuilding sector, this illustrates the range of benefits that an enterprise approach to workforce planning could 
achieve.

2.8. Vignette 8: Mobilising industry

2028–2029
In the early months of 2028, defence industry companies 
report a growing number of security incidents targeting 
their staff at all levels of seniority, including directed 

communications over professional networking platforms, 
social media and WhatsApp. Although approaches initially 
seem relatively harmless, incidents begin escalating into 
attempts at blackmail and threats against the safety of 
individuals and their families. The 2029 annual reporting 
of major defence industry players, including BAE Systems, 
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indicate a concerning struggle in retention, while recruit-
ment numbers go down. Privately, the problem is attributed 
to some workers no longer perceiving the defence industry 
as a safe and secure working environment.

Concurrently, pre-existing strains on global supply 
chains are exacerbated and single points of failure are 
exposed when Tier 3 suppliers, both domestic and those 
based overseas, are disrupted by a seemingly random wave 
of cyberattacks, including intellectual property (IP) theft, 
ransomware and service compromise. Several incidents are 
traced back to suspected Kremlin proxies, but nothing can 
be definitively attributed to a hostile state. Under pressure 
from consistently delayed shipments of critical compo-
nents and a reduced effective workforce in industry, the 
UK MOD is forced to revise timelines for the delivery of 
strategic capability programmes.

January–April 2030
Disruption across key defence industry sites intensifies. 
Primes report attempts to overcome physical security 
at key sites including the submarine yard in Barrow-in-
Furness, naval facilities at the Clyde, the missile manufac-
turing site in Bolton, and munitions factories at Radway 
Green and Glascoed. In a few instances, the perpetrators 
are successful in gaining access to the sites. The most seri-
ous incident is a case of arson at the Venturer assembly hall 
in Rosyth. Emergency services are able to save the build-
ing, but the facilities inside are gutted. Internally, Babcock 
estimates that the Type 31 programme will effectively be 
on pause for at least six months while repairs are made.

In April, an anonymous hacker group uses a 
spear-phishing attack to instal malware on an industry 
server used to host classified working, encrypting access 

and releasing both sensitive information relating to defence 
programmes and personal data about senior executives at the 
company. A major firm shuts down its systems in response, 
reverting to in-person and handwritten communication 
for all sensitive work until control can be restored and the 
extent of access and damage to its systems can be properly 
assessed. Both internal communications and communication 
with industry partners and the MOD becomes sluggish, and 
progress across core capability programmes grinds to a halt.

May–November 2030
At the outbreak of war, industry is called upon by the gov-
ernment to scale up production and ensure it can sustain 
capability through the conflict. The primes, headed by 
BAE Systems, attempt to organise a coherent response, 
but in the context of years of supply chain disruptions and 
damage to key industrial sites, they face challenges to 
support repairs to the UK’s damaged surface combatant 
and aircraft fleets, let alone meet complex weapon and 
conventional munition demand. Platforms damaged in the 
early stages of the war are consigned to sit by as industry 
struggles to source enough spare parts to repair them and 
get them back in the fight. 

As the war drags on, targeted Russian strikes and a 
coordinated sabotage campaign on the UK homeland begin 
to include key defence industrial infrastructure in an effort 
to disrupt production. Barrow-in-Furness, shipyards along 
the Clyde, and smaller defence industrial facilities across 
the country including Swindon, Glascoed, Bristol and 
Derby all sustain damage as strikes saturate the limited air 
defence capability. Production capacity is hit hard, with no 
latent capacity in the UK system providing any flexibility 
to adapt after core sites shut down.
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2.8.1. What is the broader problem?
The core issue facing the UK’s defence industrial base 
is significantly limited capacity. The UK’s stockpiles – 
particularly those of complex weapons and conventional 
munitions – have been depleted supporting Ukraine, and to 
date, efforts at scaling production have been barely suffi-
cient to restock them, let alone build them up to wartime 
levels. Moreover, the UK’s emergency powers regime to 
transition into crisis mobilisation of industry is rooted in 
an outdated interpretation of ‘emergency’ that includes a 
clearly defined crisis point.42 This point may come late, as 
demonstrated in this vignette – or perhaps even not at all. 
The vignette demonstrates in extreme terms how vulnera-
ble the UK’s defence industrial base currently is to erosion 

of capacity through a long-term accumulation of subthresh-
old actions, none of which are sufficient to trigger emer-
gency/crisis scale-up under current policy.

The UK’s defence industrial base is ultimately an 
extension of the wider conversation around the impor-
tance of resilience across the spectrum of conflict. Kinetic 
strikes on single points of failure in the UK defence indus-
trial ecosystem (see Figure 9) are a possible but extreme 
problem – the more concerning vulnerabilities may in fact 
be the critical gaps that deprive the defence industry of 
the necessary resources (across materials, workforce and 
systems) to produce and sustain in the long term, which 
may be sufficient to undermine its utility in a crisis before 
the first shot is fired.
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Figure 9: Selected key UK Defence industry sites

SOURCE: Ministry of Defence (2025).

2.8.2. What can be done about it by 2030?
The UK’s defence industrial base is brittle and vulnera-
ble across the board as it stands, from exposure of both 
physical sites and digital networks to hostile actors, to 
supply chain and legal issues that generate broader weak-
nesses across the ecosystem. None of these issues can be 

addressed quickly in full, but there are several steps the 
UK can take to work towards resilience and preparedness 
in its defence industrial base:

•	 Physical hardening of key sites. Currently, many 
defence industrial sites present soft physical tar-
gets, with no consistent application of security 
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measures. Creating resilience will involve introduc-
ing redundancies (e.g. for power supplies), security 
measures not just at the sites themselves but at the 
nearby transport links/hubs providing access for 
workforce and supplies, and potentially geographic 
dispersal – where possible – to reduce the number 
of single points of failure and minimise the impact 
of an event damaging production capacity (whether 
pre-crisis, such as sabotage/arson, or intra-war 
through kinetic strikes) at any one site.

•	 Raise cybersecurity standards throughout the 
supply chain, including subthreshold threat 
awareness. This could include simple steps to pre-
vent cyberattacks, including multi-factor authenti-
cation and access management, which are generally 
practised by primes and Tier 2 suppliers, but the 
extent of coverage is uncertain at Tier 3 and below. 
Meanwhile, if an incident does occur, prearranged 
response plans – including offline reversionary 
modes and segmentation of sensitive data – can help 
to mitigate the impact. Primes should play a key role 
in coordinating and delivering cyber security across 
the supply chain – the defence industrial base is 
already consolidated around them, so they are natu-
rally suited to a taking leading role on this front.

•	 Stockpile long-lead components. Especially regard-
ing bespoke components for exquisite capability (for 
example, spare parts for combat aircraft or surface 
combatants), these generally cannot be acquired 
quickly and delays are likely even for urgent orders 

(indeed, the Global Support Solution for the F-35 
programme was determined insufficient to support 
the UK’s stealth fighters by the NAO in 2025, even 
outside of a crisis scenario).43 By stockpiling these 
components, the UK defence industrial base can 
increase its capacity to absorb shocks in a crisis and 
continue sustainment of the UK’s defence capability.

•	 Determine appropriate increases to risk appetite 
and modernise procurement pathways to prepare 
for a crisis. Outside of the declaration of emergency 
powers, there is currently little to no flexibility in 
terms of speeding up lengthy processes like ful-
filling procurement regulations and assurances, 
Test & Evaluation and contracting. Initiatives 
like Commercial X, an MOD team empowered to 
streamline procurement processes in certain sec-
tors, and the new segmented approach to procure-
ment announced in the Defence Industrial Strategy, 
provide a starting point and should be expanded 
upon (see Figure 10).44 Designing pre-agreed expe-
dited pathways for rapid urgent procurement for 
activation on ‘day one’ of (or more accurately, the 
‘day before’) a crisis is a choice that will have long-
term consequences (e.g. potentially limiting the 
UK’s future export base) but may well be necessary 
to fight and win a future war – particularly if a tra-
ditional ‘crisis point’ triggering emergency powers 
is never reached.45
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Figure 10: The MOD’s Segmented Procurement Strategy

SOURCE: Ministry of Defence (2025).

Major Modular 
Platforms
Compete only where 
appropriate
•	 Long-term, providing 

certainty to invest
•	 Incentives to drive 

productivity and 
partnering

•	 Increase UK share

Lessons 
identified

£££
2 years 
target 
to first 
contract

5+ years

Approx. 
2 years

Months

E.g. Main battle tank, 
aircraft, frigate

E.g. Communications 
systems, sensors and 
weapons upgrades

E.g. Uncrewed systems 
and digital software

££
1 year 
target 
to first 
contract

£
3- month 
cycles

Pace-Setting Spiral and 
Modular Upgrades
Competitive
•	 Upgrade easily using 

a ‘plug-and-use’ 
approach

•	 Increase UK 
manufacture

•	 Common digital 
architecture and 
standards set platform 
requirements

Rapid Commercial 
Exploitation
Rapid competition and 
scaled contracts
•	 Pull latest technology 

into operations
•	 Increase innovation
•	 Unlock private equity 

and venture capital



38

•	 Map and secure the supply chain. A focus should 
be placed on identifying and mitigating single 
points of failure in the broad and disorganised 
network of Tier 3+ suppliers.46 Approaches to mit-
igation could involve acquisition, bringing critical 
dependencies within the purview of a trusted prime, 
or in the case of overseas suppliers, encouraging 
onshoring or friend-shoring to ensure secure local-
ised supply chains that are more reliable in a crisis 
than globalised counterparts.

2.9. Vignette 9: Managing threats to air and 
missile defence

2028–2029
Sporadic incidents involving unarmed uncrewed aerial 
systems (UAS) around airports, energy infrastructure and 
other CNI increase in frequency around the UK. Most of 
these involve short-range drones launched from nearby, but 
two incidents involve unattributed UAS launched from off-
shore. The providence is unclear. UK authorities respond 
reactively and ad hoc, with no coordinated organisation of 
resources at either the local or national levels.

January–April 2030
UAS activity begins to concentrate around key defence 
sites, including the RAF bases at Brize Norton, Fylingdales 
and Lossiemouth. Each incident forces a response and 
disrupts activity in the airspace around the military 
installation. In February, one incident involves the use of 
improvised kinetics on a small UAS. Authorities detain the 
perpetrator but are unable to determine whether they acted 
alone or under instruction. From this point, the armed 

forces are instructed to shoot down UAS around criti-
cal sites. However, this strains the UK’s already-limited 
stocks of interceptors and numbers of trained counter-UAS 
(C-UAS) specialist teams. Pressures and gaps in C-UAS 
capability across the UK begin to show just as the fre-
quency and intensity of incidents begins to step up.

May–November 2030
As part of the Russian campaign to limit NATO’s strate-
gic flexibility and pose dilemmas to the Alliance, a wave 
of targeted long-range precision strikes hits key military 
locations around the UK. Submarine- and aircraft-launched 
missiles, along with UAS launched by covert Spetsnaz 
teams operating from civilian ships, vehicles or remote 
locations in the UK and Ireland, mean that the UK finds 
itself threatened from multiple vectors. This creates 
dilemmas about where to focus the UK’s finite air defence 
capabilities.

Russia attempts saturation attacks in an effort to 
exhaust kinetic interceptor stocks and stretch combat 
aircraft used for response, before coordinated strikes using 
conventionally-armed cruise and ballistic missiles and a 
small number of hypersonic weapons are launched across 
bases at Portsmouth, Faslane, Coningsby and Lossiemouth. 
Two Type 45 destroyers on station intercept some strikes, 
but Aster missile stocks begin to run low even after the 
first wave.

The second wave of strikes targets defence industrial 
nodes, designed to nullify any potential scale-up of UK 
capability production. By this point, the UK’s already-lim-
ited air defence capability has been severely stretched and 
cannot defend many targets. Military-to-military commu-
nications confirm that the next wave of strikes intends to 
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escalate further and use hypersonic and ballistic missile 
assets to target civilian infrastructure nodes – including the 
National Grid control centre, gas import hubs, and major 
ports and airports. 

2.9.1. What is the broader problem?
Air defence constitutes an expanding domain with an 
increasingly blurred set of remits. Emerging technologies 

– most prominently, UAS – are transforming the threat 
environment, which is now both diverse and saturated. 
Threats range from small UAS to sophisticated combat air-
craft and a wide variety of cruise, ballistic and hypersonic 
missiles launched from land, air or sea – there is an entire 
spectrum of aerial threats, each of which requires different 
tools to defeat.

Figure 11: Likely aerial threat spectrum by 2030

SOURCE: Adapted from Kaushal (2025).
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In contrast, the UK’s response options are currently 
fragmented and poorly orchestrated, built around an out-
of-date conception of air defence that is focused on high-
end missile threats. Until recently, this has arguably been 
sufficient, with no other threats realistically focused on 
targeting the UK homeland – particularly in the context of 
limited wars of choice, far from the homeland and fought 
against non-peer adversaries.47 The contemporary threat 
environment has now evolved far beyond this, for exam-
ple through long-range or locally launched armed UAS 
– the UK’s only option as it stands is the use of expensive 
interceptors such as the Aster to target comparatively 
cheap one-way systems, which is completely unsustainable. 
Without a multi-layered, integrated air and missile defence 
(IAMD) network that has tailored options to respond to 
different kinds of threats, the UK will remain vulnerable. 
Though the UK MOD has recently established an IAMD 
Directorate and pledged to invest in growing IAMD 
capability through the Defence Investment Plan, spending 
remains low relative to the scale of the challenge.

2.9.2. What can the UK do about it by 2030?
The UK is already exploring options for future air defence, 
ranging from cheap interceptors to directed-energy weap-
ons (DEW). There are plenty of potential solutions that 
could be integrated into a multi-layer integrated air defence 
system (IADS), but investment into development and 
acquisition will need to be carefully sequenced and priori-
tised given the cost. Steps towards this should include:

•	 Explore and invest in options to acquire cheap 
interceptors. There is an emergent market of 
start-ups and SMEs in the UK – including compa-
nies such as Cambridge Aerospace, Frankenburg 

Technologies and Tiberius Aerospace – which are 
developing both the systems and novel industrial 
set-up concepts to help scale production to the level 
required. Simply put, in a saturated threat envi-
ronment, cheap mass to counter the sheer number 
of likely threats will be incredibly valuable. These 
capabilities could help the UK achieve a balanced 
(‘high-low’) air defence capability suitable for deal-
ing with the diversification of threat profiles in this 
domain, while retaining its limited stock of expen-
sive interceptors for exquisite threats.

•	 Fund R&D for novel emerging technologies that 
hold promise to enhance air defence capability. 
Effective development and exploitation of emerging 
and disruptive technologies (EDTs) will certainly 
be a long-term component of the solution. Directed-
energy weapons (DEWs), for example, have been 
the subject of scrutiny in recent years and appear 
to be shifting from R&D towards operational 
deployment.48 DEWs provide low cost-per-shot 
effects that can certainly contribute to C-UAS, 
but there are several technological limitations (e.g. 
beam scattering) and enabling factors (e.g. suitable 
energy sources) to overcome before this can be 
realised.49 They are a long-term aspiration based on 
current Technology Readiness Levels (TRLs – see 
Figure 12). Regardless, DEWs certainly do not rep-
resent a panacea for air defence and should make up 
just one element of the future IAMD toolkit rather 
than being the focus.
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Figure 12: Illustrative DEW TRLs

SOURCE: Dee et al. (2025). Note: HEL = high-energy laser, HPM = high-powered microwave system. 

•	 Engagement with international partners on 
collaborative air defence capability acquisition. 
This could provide pathways to rapidly shore up 
existing gaps in this domain. The UK is already a 
participant in the German-led European Sky Shield 
Initiative (ESSI), which aims to streamline acquisi-
tion of proven MOTS capability – addressing urgent 
operational requirements, generating economies of 
scale and ensuring continued Alliance interopera-
bility at the NATO level.50 However, the UK should 
be selective in which programmes it engages with 
– ESSI, for example, has come under criticism for 
its significant reliance on the United States or Israel 
for the technology and some systems (in particu-
lar, the long-range layer, for which the US Patriot 

remains the main system of interest, and the exo-at-
mospheric layer for ballistic missiles, for which it 
proposes use of Israeli Arrow interceptors).51

2.10. Vignette 10: Managing threats to 
critical military capabilities

January–April 2030
In response to increased (suspected) Russian disruption and 
military manoeuvring in Russia’s Western Military District, 
the NATO Allied Rapid Response Corps (ARRC), head-
quartered at Imjin Barracks in the UK, deploys a forward 
command node to Tallinn, as much for operational planning 
as for strategic signalling. Meanwhile, ARRC staff in the 
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UK are recalled from leave and the British Army’s 3rd 
Division is moved to a state of high readiness. Planning for 
transit to Marchwood and embarkment there begins.

May 2030
Upon the outbreak of war, the ARRC is assigned as a 
corps headquarters to be deployed in Estonia under JFC 
Brunssum, commanding the UK’s 3rd Division alongside 
two Allied divisions. However, with competing claims 
across the Services for strategic sea- and airlift, trans-
fer into theatre is disjointed and confused. Even once 
the ARRC reaches Estonia, it takes days to orchestrate 
corps-level capability (e.g. logistics, ISR, deep fires) at 
its command. Meanwhile, unexpected delays in the 3rd 
Division preparing for deployment mean they do not 
reach Marchwood until mid-May. By this time, long-range 
Russian strikes, saboteurs and cyber-attacks have begun 
targeting strategic hubs including ports and airbases, caus-
ing further delays as infrastructure and transport platforms 
are damaged. The ARRC is uncertain when exactly it can 
expect the division’s brigades to be available for tasking. 
By the time the ARRC is ready for action, Russian armed 
forces are dug in around Narva beneath a dense IAMD 
network with heavy EW coverage, restricting the potential 
for any rapid NATO counteroffensive.

June 2030
An Astute-class nuclear-powered submarine (SSN) is 
sunk during the ASW campaign in the North Atlantic and 
High North. A week later, another suffers damage from 
a Russian torpedo and limps back to Devonport, where 
it remains for months as it awaits repair. With two boats 
undergoing long dry-dock maintenance periods that had 

begun before the outbreak of war, the UK is left with just 
two SSNs on hand – for which regular maintenance has 
been deferred – less than six weeks into the war. When a 
technical failure puts one of these boats out of action in 
mid-July, the UK has to make do with just one SSN hold-
ing Russian assets in the Atlantic and High North at risk.

2.10.1. What’s the broader problem?
The reality of the UK’s force offer to NATO is that front-
line mass is neither its strength nor its priority. The UK 
defence ecosystem is built around the concept of techno-
logical integration and precision over mass, and in this 
context, it provides the Alliance with a set of strategic 
capabilities that very few European Allies can – specifi-
cally, advanced C4ISTAR, air-to-air-refuelling, SSNs and, 
most critically, the continuous at sea deterrent (CASD). It 
also provides strategic depth and a logistical hub linking 
the North Atlantic theatre and SLOCs to Europe, as well as 
having NATO’s AARC headquartered in Gloucestershire.

However, this portfolio of capability is built largely 
around exquisite capability with limited depth – indeed, 
some of the UK’s flagship capabilities (e.g. its Astute-class 
SSNs) do not exceed single digits in terms of units. Simply 
put, the UK’s core strategic capabilities might be techno-
logically superior, but they lack mass, are brittle, and are 
at risk of failing operationally in the face of high attrition 
rates. The UK’s military capability has over the course of 
decades been optimised for limited wars of choice rather 
than existential peer-level conflict – in essence, the UK has 
been preparing for the wrong kind of war.

Meanwhile, despite the geographical advantages 
inherent to the UK, the infrastructure enabling effective 
logistics is in fact significantly limited. With most military 
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maritime embarkation occurring through the Marchwood 
Sea Mounting Centre, and strategic lift and air-to-air refu-
elling largely operating from RAF Brize Norton, the UK 
is reliant on a small number of relatively vulnerable and 

exposed locations to provide strategic support to Alliance 
forces (e.g. through deployment of the ARRC), as illus-
trated in Figure 13.

Figure 13: Selected examples of core UK Defence sites

SOURCE: RAND Europe analysis.
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2.10.2. What can the UK do about it by 2030?
The efforts of Ukraine to resist and fight the Russian inva-
sion could hold several lessons for the UK in terms of its 
future force structure and building a resilient and adaptable 
military capable of carrying out priority strategic tasks 
while retaining the ability to absorb losses in a long war and 
maintain operational viability. Key considerations include:

•	 Prepare for attrition by integrating affordable 
precision mass. The three armed forces services 
are already moving towards this solution, with 
future operating concepts like the Army’s 20:40:40 
model, the Hybrid Navy or the RAF’s Collaborative 
Combat Aircraft indicating a shift in thinking 
to include cheap uncrewed mass in a new, more 
balanced force structure. However, there are a 
huge number of moving parts to consider in such a 
shift – including potential changes to doctrine (e.g. 
precision over saturation), technological integration 
and interoperability challenges, and a recalibration 
of policy to enable innovation and adaptation in 
delivering a new kind of capability.52

•	 Explore options to improve survivability. 
Exquisite capability will maintain a central role in 
contemporary and future warfare, and the UK’s 
strategic capabilities will remain a core pillar of 
its force offer to NATO. However, in the context 
of a peer-level European conflict, increasing the 
survivability of these platforms is crucial. The UK 
should learn lessons from the innovative approaches 
of its allies and partners – for example, the USAF’s 
Agile Combat Employment for air operations, or the 
dispersed basing concepts used by the Finnish and 
Swedish militaries.53

•	 Ensure survival of lessons as well as platforms. 
The importance of embedding continuous learning 
from frontline experiences into militaries is proven 
not just historically (e.g. with the most successful US 
pilots in the Second World War being pulled from 
the frontline to become instructors) but also more 
recently in Ukraine, where lessons from the bat-
tlespace are being constantly applied for innovation 
and adaptation. The UK should explore potential 
mechanisms to embed organisational learning into 
its military culture – balancing the need for experi-
enced and successful personnel at the frontline with 
the longer-term imperative to utilise their experience 
to spread lessons throughout the armed forces and 
train their successors to fight, survive and win.54

•	 Identify and invest in suitable redundancies 
to minimise the impact of disruption to key 
locations. There is no easy solution for the UK’s 
reliance on its small number of military ports and 
airports. Beyond the obvious need to harden these 
sites (see Air Defence vignette), dispersal is one 
option – utilising civil infrastructure to increase 
both survivability and optionality. However, this 
would be complex and expensive to implement. For 
example, arranging frameworks to allow naval ves-
sels access to commercial ports might be possible, 
but constraints like explosives handling regulations 
complicate matters. The UK should explore options 
to diversify its embarkment and airlift options and 
consider whether other options, such as pre-posi-
tioning more equipment and personnel forward in 
Europe, or commercial solutions, might be more 
suitable in the short-term.
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2.11. Vignette 11: Maintaining deterrence and 
escalation management

May 2030
Upon the outbreak of war, NATO attempts to stick 
closely to its theory of victory, with forces attempting to 
fix Russian formations and ‘block’ further advance into 
Allied territory. However, with dense Russian integrated 
air defence systems extending over Estonian airspace and 
long-range Russian fires holding much of the wider region 
at risk, NATO is unable to secure freedom of manoeuvre or 
air superiority. As Russian forces continue to enter Allied 
territory, it becomes clear that NATO will not be able to 
rapidly push Russian forces back out of Estonian territory.

As a result, NATO turns to the ‘break’ element of the 
theory of victory, launching precision deep strikes against 
key military targets in Kaliningrad, Belarus and the 
Western Military District to collapse Russian defences. C2 
nodes, logistical hubs and munitions depots are key targets, 
with the overarching objective of the campaign to break the 
Russian ability to fight and thus secure an operational vic-
tory in Estonia. The campaign continues through the war, 
but despite relatively frequent tactical successes, the strikes 
do not appear to have the desired political effect in Russia.

Meanwhile, Russia launches its strategic operation 
to destroy critically important targets (SODCIT cam-
paign) across European Allies, including the UK. With 
key military sites – including strategically significant 
hubs like the Marchwood Sea Mounting Centre and RAF 
bases – heavily impacted, the UK and its NATO Allies 
begin to consider what other Russian assets they might be 
able to hold at risk to force Russia towards a more limited 

implementation of SODCIT, whilst minimising the risk of 
inadvertent escalation.

June 2030
As NATO strikes continue into Russia and Kaliningrad, 
Russian rhetoric escalates rapidly, with the president and 
his ministers regularly issuing increasingly explicit nuclear 
threats against the NATO Allies involved in these strikes. 
For now, leaders in the UK remain relatively unconcerned; 
the UK reminds Russia that they have nuclear weapons as 
well and will use them in response to any nuclear attack on 
an Ally, while the UK continues to coordinate closely on 
nuclear matters with France, the United States and NATO.

September 2030
Military commanders in the Baltics are concerned when 
satellite ISR picks up movement of suspected tactical 
Russian nuclear warheads to forward bases, where it is 
believed they are being coupled with dual-capable delivery 
systems. Unsure of which systems might be nuclear, NATO 
commanders restrict strikes on bases suspected of hosting 
the warheads to avoid any potential catastrophic escalation.

Meanwhile, the Russian defence minister announces 
that Russia has mobilised tactical nuclear forces and is 
willing to use them in defence of Russian lives and terri-
tory. This causes decision paralysis among decision makers 
at the highest level in the UK and at NATO, who find 
themselves with no credible options to respond without 
triggering an unpredictable escalation spiral. Fear and 
panic set in at the prospect of genuine Russian nuclear 
use, and some in the UK, worried that Russian nuclear 
use would prioritise the UK, begin to call for a halt to UK 
contributions to strikes into Russia and even for the pulling 
back of troops from the frontline.
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2.11.1. What is the broader problem?
As per NATO’s public theory of victory (as of October 
2026), the aim in a large, peer-level conflict is to block, 
blunt and if necessary break the enemy’s warfighting 
system, with the latter step using both long-range precision 
strikes and cheap mass effectors to target C2 nodes, logis-
tics hubs and any relevant enablers.55 In practice, it is fea-
sible (if not almost certain) that this would involve strikes 
within both the Kaliningrad exclave and Russia proper, yet 
NATO has been clear that the Alliance would not seek to 
impose strategic defeat upon an adversary. The problem is 
that the longer a war, the more likely that under-pressure 
Russian leadership employs more extreme signals and 
escalates at the strategic level. Ultimately, it is unclear 
how the UK (and NATO, without the United States) can 
fight and win a conventional war without risking trigger-
ing (potentially nuclear) escalation – the core question is 
therefore how to signal to Russian leadership that they can 
lose a conventional war operationally and tactically while 
surviving a NATO victory.

As for the UK itself, despite being just one of two 
nuclear-armed states in Europe (the other being France), 
it has no articulated ‘vision’ of what intra-war deterrence 
looks like – at least, certainly not within the public domain. 
The UK relies entirely on the CASD (so, a single leg of 
the nuclear triad), which in reality means that it is config-
ured for strategic deterrence, but not necessarily anything 
else. CASD is designed to remain hidden – which makes it 
almost impossible to use as a tool for signalling below the 
very highest level of deterrence. Meanwhile, in the global 
balance of nuclear weapons and, in particular, the balance 
of tactical nuclear weapons, the UK (and indeed, France) is 
vastly outmatched (see Figure 14).

Ultimately, it is unclear 
how the UK (and NATO, 
without the United 
States) can fight and 
win a conventional war 
without risking triggering 
(potentially nuclear) 
escalation – the core 
question is therefore 
how to signal to Russian 
leadership that they 
can lose a conventional 
war operationally and 
tactically while surviving 
a NATO victory.
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Figure 14: Size of the Strategic and Tactical Nuclear Arsenals of NATO Allies and Russia

SOURCE: Eken et al. 2025.

This should be concerning because in a drawn-out 
conventional war, especially one involving potential 
strikes within Russia itself, escalation including strong 
nuclear signalling is extremely likely – the Russian con-
ceptualisation of deterrence encompasses the employment 
of nuclear threats and movement/deployment of nuclear 
capability to shape behaviour and manage escalation.56 For 
the UK, this would rapidly become problematic because 

it has more limited options – or ‘rungs’ on the escalation 
ladder – to respond.

2.11.2. What can the UK do about it by 2030?
The coordination of nuclear capability for deterrence 
across Europe is a live, ongoing conversation between 
the UK, France and other NATO Allies. There is no easy 
answer, but the UK and the Alliance may be able to take 
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some shorter-term steps and at least increase their under-
standing of the threat and what might be required to deal 
with it:

•	 Harden critical targets and demonstrate Alliance 
cohesion and strength. A strong deterrent posture 
pre-war may well deter such a scenario in the first 
place. NATO can achieve this by demonstrating to 
Russia that it is ready and willing to fight and win 
a long war if it needs to. This will involve many of 
the same steps discussed in the vignettes above – 
including investment in effective IAMD to min-
imise the impact of a potential Russian SODCIT 
campaign and building resilience across Defence, 
industry and the public.

•	 Simulation and gaming to understand escalation 
dynamics. These kinds of exercises are not predic-
tive but can help decision makers to understand and 
analyse Russian escalation management and the 
dynamics at play – while also preparing decision 
makers to handle the extreme pressures of such a 
scenario and avoid decision paralysis exactly when 
decisiveness is required most.57

•	 Embed escalation sensitivity into military 
planning and campaign design. With an under-
standing of Russian strategic culture, an awareness 
of how strategic and operational choices might 
inadvertently feed into escalation spirals – and 
how to handle them when they do occur – can be 
promoted among UK decision makers and military 
commanders. Meanwhile, tools like military-to-mil-
itary comms channels should be implemented and 
preserved even in crisis to provide pathways for 
communications on thresholds and red lines.58

2.12. Vignette 12: War termination and post-
war security architecture

November–December 2030
Seeking to bring an end to active warfighting – and in par-
ticular, strikes onto home soil – the UK and other Western 
European states agree ceasefire terms with Russia. Driven 
to stop kinetic action as soon as possible, the text of the 
ceasefire agreement is left ambiguous across several ele-
ments – including a lack of precise geographic coordinates 
for a demilitarised zone (DMZ) either side of the current 
line of contact, no clarity over the conditions and proce-
dures for withdrawing weapons, and unclear sequencing 
over the order of ceasefire implementation steps that may 
be conditional upon the completion of others.

European Allies set up and deploy the Baltic 
Reassurance Force (BRF), a multinational force of roughly 
80,000 troops centred around a land component with 
supporting air and maritime capability. The force is led 
by the UK, France and Germany, with contributions from 
12 other Allies in Eastern and Central Europe. The BRF’s 
objectives are to maintain the terms of the ceasefire agree-
ment and deter any further Russian military aggression in 
the region. 

January 2031 onwards
Almost immediately, the boundaries of the ceasefire are 
tested. Russian forces drag out the process of retreating 
from the DMZ, including failure to remove heavy weapons. 
Allied leaders press the Russian president on these inci-
dents during peace talks but are rebuffed with claims that 
Russian forces are adhering to the terms and geographical 
limits set out in the ceasefire, pointing to the vague terms 
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of the deal. Western leaders know that Russia is not behav-
ing in the spirit of the deal but reluctantly acquiesce, with 
no stomach to resume full-scale warfighting.

The BRF soon encounters resistance, including hybrid 
activities, cyberattacks and sabotage of the BRF’s deployed 
infrastructure, and several standoffs with Russian mili-
tary formations in the proposed DMZ. The outbreak of 
fresh violence is largely prevented, but the BRF is reac-
tively pulled in multiple directions, and its operations look 
increasingly ad hoc and incoherent. Further complications 
arise after a standoff between the BRF and Russian forces 
where several weapons are discharged. In response, some 
contributing states announce that their forces’ involvement 
in the BRF mission is now subject to national caveats 
around their rules of engagement. Without agreed coor-
dinated response measures and common rules of engage-
ment, the BRF struggles to maintain its credibility in the 
face of increasingly bold Russian activity probing the 
limits of the ceasefire.

2.12.1. What is the broader problem?
Designing – and more importantly, effectively implement-
ing – a ceasefire and peace plan is an enormously complex 
and challenging task. There is huge uncertainty about what 
a post-war settlement – whether in the context of Ukraine 
or another potential future war in Europe – could or should 
look like. When active warfighting ends, the book does 
not close on a conflict. The political-military settlement, 
economic recovery, humanitarian aid and beyond are all 
just as important but are often sidelined when it comes 
to discussions of future war in Europe in favour of first 
figuring out how to win on the battlefield. As a result, 
the question of what comes next remains unresolved. Part 

of the problem is that planning for a post-war settlement 
involves planning for unknown quantities. In particular, 
there are serious questions to consider over how a war ends 
and what implications that might have for Russia – whether 
that be a collapse of the regime and the unpredictable 
political and societal fallout thereof or a continuation of a 
regime that has demonstrated itself to be both willing and 
capable of extreme aggression in Europe (as illustrated in 
the above vignette). Either of these pathways would have 
severe implications for the UK and its allies – but the prob-
lems and risks involved are not well understood. Without a 
sense of the desired end-state and how to get there, gener-
ating genuine post-war security could prove as challenging 
a test as the conflict itself.

2.12.2. What can the UK do about it by 2030?
There are no clear solutions to this problem, given the vast 
scope and infinite pathways a conflict scenario and post-
war efforts at peacebuilding could take. Solutions would of 
course need to be bespoke to the specific actors and events 
in question. However, addressing this problem is more 
about considering how to approach unresolved questions 
rather than coming up with specific resolutions that may 
not be applicable.

•	 Start thinking about post-war security archi-
tectures now. Consideration of what long-term 
peace should look like at a broader level, rather 
than achieving war termination alone, will be a 
long-term effort. Rather than conducting ceasefire 
and peace talks under pressure – generally leading 
to imperfect and unstable outcomes – the UK and 
NATO Allies should invest time and resources in 
developing a coordinated, coherent plan to approach 
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talks long before negotiations (and potentially even 
hostilities) begin.

•	 Be explicit about potential responsibilities and 
mechanisms. RAND research has found that core 
issues that often lead to the failure of ceasefires 
and peace treaties include: ambiguity about roles, 
responsibilities and requirements (which enables 
misinterpretation, deliberate or otherwise); the 
absence of robust accountability mechanisms (which 
enables consequence-free violation); and failure to 
address the underlying drivers of conflict, and rigid-
ity in terms (which fails to provide for adaptation 
should it become clear that effective implementation 
of the original terms is unlikely). These do not repre-
sent predictive problem-solving, which may backfire 
and fail, but core principles which should guide 
current and future thinking about post-war security.

3. Conclusions
The hypothetical vignettes set out in this paper are not 
meant to predict the events of 2030. They represent a con-
sciously provocative version of one of the infinite pathways 
that the UK’s (and Europe’s) future security could take – 
they are an illustrative, not predictive, vision of the future. 
What these vignettes do represent, however, is the diverse 
range of urgent problems facing defence, security and resil-
ience planning. None have easy solutions, especially in the 
context of enduring resource constraints, and none can be 
properly addressed by government alone. At the very least, 
the UK and likeminded NATO Allies need to be talking 
about and planning for these issues to ensure that the right 

mechanisms can be put in place by the time they might be 
needed in wartime.

To be clear, this scenario is designed to demonstrate 
not that the UK is doomed to failure in a conflict. Rather, 
it needs to bolster its ability to deal with shocks – whether 
that be a war, a pandemic, a natural disaster or some-
thing else entirely. The overarching lesson should not be a 
checklist to prepare for war but the understanding that the 
machinery of government and models for engagement with 
industry and society must evolve to deal with the myriad 
complex pressures of a major interstate war in the 21st cen-
tury. This is not just a Defence or a government responsi-
bility but a cross-societal one to consider what shocks the 
UK might be subject to in the future, plan for and build 
resilience to them, and ultimately attempt to deter and 
prevent them by showing to adversaries a seriousness and 
an urgency in preparing for the worst.
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About this paper
In the context of Russia’s war of aggression in Ukraine and an 
intensification of its subthreshold operations against the UK and its 
NATO Allies, there is now a credible threat of peer-level conflict in 
Europe by 2030. It is no longer a question of whether a war is possible, 
but whether we are prepared to fight one. In this paper, the authors 
examine a range of different potential dimensions to an illustrative 
hypothetical future NATO-Russia war, including the threats posed, 
the broader problems these threats represent, and potential means to 
mitigate or prevent them. 
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