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Y. Yn"apiB. 51 ano 13-02-2025 napayyshia oac.
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e-mail: dee7@astynomia.gr

Api©. MNpwr.: 3022/21/8925/5-y"

EK@EZH EPTAZTHPIAKHZ MPArMATOINQMOZYNHZ

A. ZYNTAKTEZ: a. Aotuvopog A’ [E.K.] KIOYAADA XpnoTog, Mnyavikog MAnpogopiakmy kar Emk. ZuoTn-
paTwv, MSc, EEetaoTig Wngiakmv MeioTnpiwy.
B. AcTuvopog B' MAMNAAOMOYAOZ Avdpéag, Mruxiolyog MAnpo@opikng kal ThAEMKov®-
viov, EEeTaoTng Wngiakwv MNeioTnpiwy.

B. AITOYZA APXH: Epeteio Aapioag/ EQETNG AVakpITAG,

. EXET.: a. Hun'ap6. 41 and 10-02-2025 napayyeAia Tng arroloag Apxng.

B. Yrn'api®. 1019/21/1-08y" ano 13-02-2025 avapopd Tou Tunuatog Tpoxaiag Aapioag,.

y. Yn' apiB. 51 and 13-02-2025 napayyehia Tng arrouoag Apxne.
A. TA TTPOZ ESETAZH ZTOIXEIA-AITHMA
TUPPWVA JIE TIC aVWTEPW OXETIKEG kal 0To MAdiolo dievepyoUpevng KUpiag avakpiong Tng ElcayyeAiag EeTav
AdpIoag yia Tic aBidnoive npdgeig Tne diIaTapagng Tng aopalelag TG ouyKoiveviag pécwy oTabepng TPOXIAG, He
eniKiVBUVEG Yia TNV acpAAeia TG CuyKovwviag npdelg, Tng avBpwnokToviag and apgheia katd ouppon, Tng
Bapiac kai anAnc cwuaTikng PAGRNG and apéheia kata ouppor and unoxpeo Adyw Tou enayyEAUATOG va KaTa-
Baer 181aiTePN ENIUEAEI Kal MPOCOYXT) KAl TNG AnANG cwpaTikig PAGBNG and undxpeo Adyw Tou enayyeANaTog va
kataBdAer 1Biaitepn empéAeia kal npogoyn, uneBARBnoav duo (2) okAnpoi Siokor kal éva (1) kataypagiko ka
INTABNKE N EPYACTNPIAKT TOUG EEETACN MPOG ANAVTNON TWY EPWTNHATWY MOU avapEPOVTAl OTIG AVWTEPW OXE-
TIKEG,

E. MEPITPA®H MEIZTHPION

P1-KATATP. | Karaypagikd, papkag «Hikvision», povrélou «DS-7216HQHI-SH», oeipiakol apiBuol
«526438145», PETG TOU TPOPOBOTIKOU Tou. EVToG Tou neigTnpiou aveupédn okhnpog Siokog
onpaveeic wg [P1-HD].

P1-HD TrkAnpog diokoc, uapkac «Western Digital», povréhou «WD43PURZ-74BWPYO», geipiakol
apiBpol  «WX42D5439VRF», xwpnTikdTnTaq ~4TB. H algapiBunTikh TauTOTATA
povadikotnTag (SHA1) unohoyiotnke oe: [ac07ec3e893a7caa48970d07718c65e6870aedcf].

P2-HD SkAnpoc diokoc, papkag «Western Digital», povrédou «WD40PURZ-85TTDY0», oeipiakol a-
piBol «WCC7K7EL3CPH>», xwpnTikOTnTaG ~4TB, e avaypapopevn evdeign "MAATAMON".

AnayopeteTal 1} PepIKT) avanapaywyry Tng napoloag ExBeong xwpig T ypanTr adeta Tng AieiBuvong EYkAnpoToNoYIKv Epeuviov. (EYD
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H  aheapBunmkn  Tautdtnta  povadikotnrag — (SHA1) unohoyioTnke  Os:
[5049086cc42b032¢3437eb591f443573124eabd5].

ZT. EPTAZTHPIAKEZ EMIZHMANZEILZ

1. Mpiv ano Tnv e§€Taon Twv NelCTNPiwV TNEABNKE N akohoudn Siadikacia, npokeiuévou va Siao@ahioToly Td
anoTeAETUATA TNG EPYACTNRIOKNG EEETAONCG:

a. O gpyacTnpiakde eECNAICOG, KABLG Kal Ta NPOYPAUATA nou Tov GUVODEUOUY Kal XpNoIKonoIRenkayv oTn GUyKe-
KpIpévn eSéTaon, ehéyxBnkav kal SiamoTaBnKe OTI AsiToupyoloav kavovika kal cUPQwvVa HE TIC Npodlaypageg
rnou €yel BE0EI 0 KATA NEPINTWON KATAOKEUAOTNAG.

B. Edpaiwdnkav ol KATGANAEC EpyacTnpIakes ouvBnkes kan SlamoTwdnke o011 0hoc o EonAIgPOS nou Xpnaionoln-
Bnke kata Tnyv eEETaon Sev NepIeiXe enougidn dedopéva oUTe KATAoTPOPIKA NpoypappaTa (1ouc).

Y. EAN@Bnoav dAeg ol avaykaieg npopuAAEEIS aTa KUpIa eEpTANATA, KaBOE KAl OTA EYKATECTNHEVA NPOYPAULaTa
TOU EpyaoTnEIakol nhekTpovikol unohayiarr (H/Y), pe Tov onoio npaypatononenke n napoloa eEETaan, yia Tny
ano@UyR HETAPOPAG KATAGTPOMIKGY NPOYPAUPATWY, KaB®E Kat TN -EVOEXOUEVT- akoUGIO EyYpagr ano Kai npog
Ta eEeTagBEvVTa NEIGTRPIC.

0. Na TNv ao@aieia Kal akepaIGTNTA TWV NEIOTNPiY, dnuioupynenkav pe s1BIKO EyKANUATOAOYIKO £pYACTIPIKO
£E0NAICIO £YKANHATOAOYIKG EIKOVIKG avTiypapa (MoTd yngiakd avTiypaga epyaociag) kai eykAnuatohoyika avTi-
ypaga (forensic clone) Twv neioTnpiwy, £ni ToVv onoiny npayparonondnke n eE€racn kai Ta onoia digypdpnoav
IE TO NEPAC QUTIC.

2. Ta Tnv povadikonoinaon apxeiwv, KaTaTPNoEWY Kal anobnKEUTIKOV MECWY XPNOIKONOINONKE N TIUN kaTa-
KepUaTIoNoU SHAL. (Mia TR KaTakepUaTIopoU gival ia apiBunTIKn TIUA oTafepol UAKOUG Nou GTNV Npagn
npoodiopilel povadika £va oUvoAo deBoUEVIIV).

3. Ta NapapTthuaTta pe Ta dedopéva nou NpokUNTouv, anobnKeuovTal 08 CUUMIECUEVO apXEIO LOPEPNG «exe»
HE KwDIKO acpaAeiac, evTog yn@iakol PEGOU anobnkeuong avakoya TNy XwpnTIKOTNTA TOUg, yia TNV ava-
napaywyr Tou onoiou anaiTeital 1 TRASPWVIKN nikovovia e To TPRpa pag yia T Koivonoinan Tou Kwdi-
kol aopalsiac kar peTéneita ouortnua H/Y pe kataAAnio Aoyiopikd avayvwaong ioTooAidwy HTML. MNa tnv
NPOONEAACT CUVICTATAI TO GvolyUa Tou apyeiou «ENAP=H.htm».

4. O1 nuepoypovoAoyieg Nou avagEPoVTal 0Ta anoTEAECPATA TG NApoUCag anoTUNWVOVTAl ONWG AUTEG EXOUY
PUBWICTEI anod Tr CUOKEUN KaTtaypagnc, fi/ kai ansikovifovral oto uAMKO (BivTeo ) oTiypidTuna).

5. Ta anoteAéopara npogkuwav pe Bacn Tnv napolica TEXVOYV(WOIa Kal ToV UQIOTAUEVO TEXVIKO £EONAICHO
Tou EpyacTnpiou.

6. AapBavopévou unown OTI oTnV Ynnpeoia pag dev TnpouvTal NANEnN avTiypapa TwV NEPIEXOUEVIV TwV £EE-
TAoOEVTWY OTOIXEIWY, NPOTEIVETAI va diaTnpoUvTal avenagpa yia evOEXOUEVEG PENOVTIKEG EPYAcTNPIAKES
£EeTAOEIC.

Z. ANOTEAEZMATA EPFAZTHPIAKHZ ESETAZHZ

Z1. MNa Thv epyacTnpiakn eE€raocn Tou neioThpiou karaypa@ikol [P1-KATAIP.] avagpeperal oT1,
n anoBnkeuon Twv dedopévay (KaTaypapwv PBIVTED Kal EYYpapWY CUCTHNATOG) YIVETAI OTOUG GUVOE-
depévoug okAnpouc diokoug (evTac Tou kaTaypagikol), NANV opIoPEVaV puBlicewy nou anobnkevo-
VTAl TNV MIKPT) EVOWUATWHEVN PVAKN Tou. Ao Tnv €5ETaon Twv ev AOyw puBlicEwY NPoEKUYE OTI
n Tpéxouoa pUBUIoN MPAG ATAV CUYXPOVIOUEVN OTHY UNnpecia «times.windows.com», n NAEKTPOVIKN
dieliBuvan Tou eival n «192.169.19.2» kai n dieuBuvon MAC Tou eival n «c4:2f:90:89:aa:b3». MNa
dlIapopeWoN PEPIKNG anowng napatifevtarl ol kaTwoi eikoves (BA. EIkOVeg 1 kai 2).

AnayopeleTal N PEPIKT avanapaywyn Tng napoloag EkBeang xwpic Tn ypanTr adeia Tng AlelBuvong EykAnHaToAoYIKaY Epeuviy, (EYD
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FEixova 2

Ta ev Aoyw guprjuata napouaiatovral oo MapapThpa 1 Tou CUVNUPEVOU wngiakol anodnKeuTIkoU
MECOU, Yia neparépw agioAdynon.

Karé Tnv epyacTnpiaxi) eEETaon Tou neioThpiou okAnpol Siokou [P1-HD], npoékuyav Ta
KaTwO:

H npepoxpovoloyia apyikonoinong ouaTrpaTog apxeiwv (File system Initialization time) kaTadeikvuel
TNV NHEPOMNVIa Kal wpa nou «apyikonoinénke» o okAnpog diokog ano Tn GUOKEUR kataypapnc. E-

vTOnioTNKE BIVIEOANNTIKO UAIKG MOU apopd TIG NUEPOXPOVOAOYIEG NOU anelkovilovTal, OTOV KAaTWTEP®
Mivaka 1.

AnayopedeTal n pepiki avanapaywyn Tng napoloag ‘ExBang xwpig Tn ypanTr adeia Tng AielBuvonc EykAnuaToAoyikdy Epguvav.
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Hpepoxpovoloyia évapEng ka- | Huepoxpovoloyia AfEnG kara- | Huepoxpovoloyia Apyixonoin-
TAYPAMIC: ypo@nc: O CUCTIHaTOC ApXEiwv:
30-01-2025 12:14:08 11-02-2025 19:32:31 03-12-2024 09:22:38
[Mivaxag 1

72.2 AN6 TV avakTnon Twv SEB0UEVOV NPOEKUYAY EYYPAPES NAAAIGTEPWY KATAYPAP@Y BivTED, oI onoieg
@EpOUV Tpornonoinuévo dvopal, nuepoypovoloyia evapgng kar Angng eyypaeng. H nakaidtepn nuepo-
xpovohoyia évapEng kataypageral Tnv 03-12-2024 kal wpa 14:07:41, evy dev evronioTnKE KaTa-
ypaon nou apopa tnv 28-02-2023.

2.3 And To apyeio kataypagig (Logs) evroniaTnkav eyypagEg nou agopolv oto didoTnua and 03-12-
2024 07:23:02 éwc 10-02-2025 18:55:50.

Z2.3.1 Anod Tnv avaiuon Twv v AOyw EYYPapOV NPOEKUYE OTI, OPITHEVEG €E aUTWV agopolv Ty anopakpu-
opévn olvdeon oTo kataypa@ikd (Logins), ol onoieg éyivav pe dianioTeuThpia diaxeipioTry (admin),
and TiC Hovadikeg DIaPOpPETIKEG ip, Onwg napoucialovral kaTwé otov Mivaka 2. Tivetar pveia oTI, TO
oUVOAO TwV CUVOECEWV LE TIC NUEPOXPOVOAOYIEG Toug napaTiBevral oto NapapTtnua 2.

a/a HAskrpovikr) SictBuvorn (IP)

1 192.168.1.189

2 192.168.38.55

3 192.168.19.8

4 192.168.1.99

5 192.168.1.87

6 192.168.1.64

7 192.168.1.41

8 192.168.1.227

) 192.168.2.251

10 192.168.235.25

11 10.81.234.130

12 192.168.0.240

13 192.168.19.253
llivarag 2

Z2.3.2 Okt (8) eyypapéG Tou apyeiou KaTaypagrig nou anoTeAolv TPOMOMNOINCEIG TOU XPOVOU TOU OUOT-
uatoc, ( Parameters Change), o OnoieC QaiveTal va anoTeAOUV QUTOLATO CUYXPOVIOUO TG wpag Kal
oTIG onoieg yiveral S10pBwan £wg kai 300 (2) SeuTEPOAENTWY.

Ta ev Moyw eupfipata napouciafovral oto MapapThpa 2 Tou CUVNUKEVOU WNMIaKoU anoBnkeuTikoU
MECOU, YIa NEPAITEPW agloAdyno.

Z3. Kara Tnv epyacTtnpiakif €EETaon Tou NEICTHPIOU okAnpoU diokou [P2-HD], npogkuwav Ta
KaTWOI:

Z3.1 H nuepoypovoloyia apyikonoinong cuatfuarog apxeinv (File system Initialization time) katadeikviel

TNV NUEPOUNVIa Kal opa rnou «apxIkonomenke» o okAnpog diokog anod Tn CUCKEUN kaTtaypapng. E-
VTONIOTNKE BIVTEOANNTIKO UAIKO MOU agopd TIC NUEPOXPOVOAOYIEC KaTaypap®y Nou angikovicovTal,
oTov kaTwTéEpw Mivaka 3.

Huepoypovoloyia Evaping ka-
Taypagig:

Huepoyxpovoloyia AfEng kara-
Ypagig:

Hpepoypovoloyia Apxikonoin-
oS oUOTHpaTOG ApYEiwV:

21-11-2024 22:41:10

03-12-2024 06:58:23

23-11-2023 10:57:30

1 01 ev Adyw ovopaoieg NapekkAivouv and To opiopévo NpATUNo oTo NPOBepa Touc. ZT0 NPOTUNO, TO NPOBEUA TNE ovoud-
oiag nepihappave Tov apiBpd TNG KAPEPAC. ZTIC QVAKTNIEVEG EYYPAPES TO £v Adyw npdBEa Eival NAvToTe To idlo kal Sev

Nepypawe! Tov apiBud Tng KAUEPAC.

AnayopeUETal N PEPIKT avanapaywyn Tng napoloag EkBeang xwpic Tn ypanTn adeia Tng AidBuvong EykAnpaTtcAoyikav Epguvav,
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fivarac 3

£3.2 Ano Tnv avakTnon Twv 6&60|J£vwv NPOEKUYAV £YYPAYES NAAAIOTEPWY KaTaypapwv BiVTeo, o1 ONoieg
(PEPOUV TPOMONOINKEVO GVOWA, NUEPOXPOvOAoYia EvapEng kal AMENG eyypaens. H nahaidtepn nuepo-
Xpovohoyia evapgng evronioTnke Tnv 24-07-2022 kai mpa 16:08:48, v dev ﬂpOEKULpE ewpa(pn nou
va agopd Tnv 28-02-2023. Eniong, yia TiC avwTEpw EYYPAPES, avakTrBnkav, Onou KaTéoTn QIKTO,
op:opava OTIYHIOTUMNA ano TiG ARYEIG TwV kapepav. Emonpaiveral 0TI, n epikn avakTnan Twv eyypa-
cpwv Kal Twv Bivreo evOEXETAI VO OPEIAETAI OTIG ENAVEYYPAPES NOU npaypatonomenkav oto dioko
ano To KGTGVpG(pIKO. EvdeikTika napatibevral katwdl, O Hop@r EIKOVAC, To NaAaidTEPO OTIYHIOTUNO
nou GVGKTT]GI]KE and Tnv kapepa 03 (BA. Eixdva 3) kai ol dwdeka (12) NAACIOTEPEG EYYPAPES kaTa-
ypagwv Bivreo (BA. Eikova 4).

08-28-2023 Axu 20:47:48

Fikova 3

Ovopaoia: Hupepoypovoloyia évaping karta- Huquxpovohoviu MiEng xara-
YPapRc: ypagric:
255_20230828204749 202308282047 21-11-2024 22:41:10 03-12-2024 08:58:23
49.mp4

220724160848 20220724160848.mp4 Overwritten
8290142320 2 1320 mp4 202208-29 01:43:20 2022.08-29 01,432 Overwritten

Cvenwritten

Overwritten

119093908, mp4d

819.mpd
[2{.mp4 2023.03.22 1717.27 2023-03-22 171727 Ovarwritten
Overwritten

Overwritten

(+
0
o]
o
(]
(]
(]
L+
©
[+ ]
o

Overwritten

Eixova 4

1
AnayopeleTal N HEPIKR avanapaywyh TnG napolioas ExBeong xwpic Tn ypanTr 6deia TG AielBuvong EykhnuatoAoyikiv Epeuviv., (EYD
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Z3.3 Ano To apyeio kataypaRg (Logs) evTonioTnkav syypageg nou agopouv oTo didoTnpa anod 31-3-2024
8:33:50 éwg 11-2-2025 20:30:53.

Z3.3.1 Ano Tnv avaluon Twv gv AOYw EYYPAPOV NPOEKUYE OTI, OPICHEVEG EE AUTHOV APOPOLV TNV ANOPAKpPU-
opévn olvdeon oTo kataypagikd (Logins), o1 onoieg yivav e dlanoTeuTnpia diaxelpioTh (admin),
and TIG HOVadIKES BIAMOPETIKEG ip, Onwg napouaialovral katw6i otov Mivaka 4. Miveral pveia 611, TO
oUVOAO TWV CUVDETEWV HE TIG NUEPOXPOVOAOYIEG TOuG napaTiBevtal aTo MapapTnua 3.

a/a HAekTpovikn digtBuvon (IP)
192.168.1.189

192.168.38.55

192.168.19.8

192.168.1.99

192.168.1.87

192.168.1.64

192.168.1.41

192.168.1.227

MTivarag 4

RN h(WIN| -

73.3.2 Alo (2) eyypagEc Tou apyeiou KaTaypa@c nou anoTeAoUV TPOMONOINCEIG TOU XPOVoU ToU CUCTNa-
T0G (Parameters Change), ol ONnoIEC (PaiveTal va anoTEAOUV AUTONATO GUYXPOVIOUO TNG Wpa Kal OTIC
onoieg yiveral S10pBwon £wg Kai U0 (2) DEUTEPOAENTWV.

Ta ev Moyw gupfipata napoucialovral oo Mapaprinpa 3 Tou cuvAppEvoU YPngiakol anodnkeuTikou
HEOOU, YIa NEPAITEPW aEIOAOYNON.

H. ZYNHMMENA
# Enlotpédovtal to e€etacBévta newoTrpLa.

» Entouvdrntetal évog (1) Undlakdc diokoc pe ta avadepopeva otnv napodoa Nopdptnua.

O1 ZuvTaKTEG

MAMAAOMOYAOZ Av3péac = KIOY/\AG;Z XpHoTog

AcTuvopog B' AoTuvopog A’ [E.K.]

AnayopeUETar n pePIK avanapaywyn Tng napoloag ‘EKBEang Xwpig Tr ypanth adeia ¢ AielBuvong EykAnparohoyikv Epsuvav. (EYD
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